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VI. COMPLAINT POLICY  
To file a complaint against Western, please follow the steps for reporting a complaint/grievance 

to the Colorado Department of Higher Education. 

(http://highered.colorado.gov/Academics/Complaints/default.html).  

Before submitting a complaint regarding Western, you must exhaust opportunities for 

resolution at the University. Please review the Department of Higher Education’s student 

appeals FAQ (http://highered.colorado.gov/Academics/Appeals/default.html) and policy 

(http://highered.colorado.gov/Publications/Policies/Current/i-partt.pdf). 

VII. COMPUTER AND DATA NETWORKS: ACCEPTABLE USE POLICY  
This document outlines the Western policy on the use of computer data networks and 

university-owned computing facilities. These guidelines reflect the general ethical principles of 

the University community and indicate, in general, what responsibilities are characteristic of 

the University’s computing environment.  

Access to computing and networking resources is a privilege extended to the members of the 

campus community; faculty, staff and students. Certain responsibilities accompany that 

privilege; understanding them is important for all computer users. Some of these 

responsibilities are listed here:  

A. Security  

Each user is responsible for correct and sufficient use of the tools each computer system 

provides for maintaining the security of stored information. A summary of the security 

procedures relevant to the end users of computing and networking resources is given 

below:  

1. Computer accounts, passwords, and other types of authorization are assigned 

to individual users and should not be shared with others.  

2. Each user should select a strong password and change it frequently.  

3. Each user should understand the level of protection each computer system 

automatically applies to files and supplement that protection, if necessary, for sensitive 

information.  

4. Each computer user should be aware of computer viruses and other destructive 

computer programs, and take steps to avoid being either their victim or propagator.  
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B. Confidentiality  

In general, information stored on computers is considered confidential, whether 

protected by the computer system or not, unless the owner intentionally makes that 

information available to other groups or individuals. Western will assume that computer 

users wish the information they store on campus computing resources to remain 

confidential.  

The Western Computing Services Center will maintain the confidentiality of all 

information stored on its computing resources. Similarly, each user is expected to 

maintain the confidentiality of all information stored on computing resources in his or 

her charge. However, the system administrator may access user files as required to 

protect the integrity of computer systems. For example, following accounts that are 

suspected of unauthorized use or misuse, or that have been corrupted or damaged.  

Requests for the disclosure of confidential information will be governed by the 

provisions of the Family Educational Rights and Privacy Act of 1974 (FERPA) and the 

Colorado Open Records Law. All such requests will be honored only when approved by 

University officials who are the legal custodians of the information requested, or when 

required by state or federal law, or court order.  

C. Academic Freedom  

Free expression of ideas is central to the academic process. Western computer system 

administrators will not remove any information from individual accounts, servers or 

electronic bulletin boards maintained in individual accounts unless it is determined that:  

1. The presence of the information in the account or on the bulletin board involves 

illegality (e.g., copyrighted material, software used in violation of a license agreement).  

2. The information in some way endangers computing, networking resources, or 

the information of other users (e.g., a computer worm, virus, or other destructive 

program).  

3. The information infringes on the rights of others or the normal functioning of 

the University, because it is unrelated to or is inconsistent with the mission of the 

University, or is otherwise not in compliance with the legal and ethical usage 

responsibilities outlined in Federal, State, and University policies.  

The Western Computing Services Center will remove from campus computers any 

information that is inappropriate as defined above. Users whose information is removed 

will be notified of the removal as soon as possible. Users may appeal any such action by 

contacting the Director of Information Technology Services. 
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D. Inappropriate Usage  

Computing and networking resources should be used only in accordance with the 

guidelines indicated herein. Examples of inappropriate and unacceptable use of 

computing and networking resources include:  

1. Harassment of other users.  

2. Destruction of or damage to equipment, software, or data belonging to Western 

or other users.  

3. Disruption or unauthorized monitoring of electronic communications.  

4. Violations of computer system security.  

5. Unauthorized use of computer accounts, access codes, or network identification 

numbers assigned to others.  

6. Use of computer and/or network facilities in ways that impede the computing 

 activities of others  

7. Violation of copyrights and software license agreements, including illegal 

downloading of copyrighted material.  

8. Violation of the usage policies and regulations of the networks of which the 

University is a member or has authority to use.  

9. Violation of another user’s privacy.  

10. Academic dishonesty (e.g., plagiarism or cheating).  

E. Sanctions  

Violations of the policies described herein for use of computing resources are dealt with 

seriously. Violators are subject to disciplinary procedures of the University and, in 

addition, may lose computing privileges. Illegal acts involving Western computing and 

networking facilities may also be subject to prosecution by state and federal authorities. 

§ 18-5.5-101, C.R.S.  

Definitions. As used in this article, unless the context otherwise requires:  

1. “Authorization” means the express consent of a person which may include an 

employee’s job description to use said person’s computer, computer network, computer 

program, computer software, computer system, property, or services as those terms are 

defined in this section.  
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2. “Computer” means an electronic device which performs logical, arithmetic, or 

memory functions by the manipulations of electronic or magnetic impulses, and 

includes all input, output, processing, storage, software, or communication facilities 

which are connected or related to such a device in a system or network.  

3. “Computer network” means the interconnection of communication lines 

(including microwave or other means of electronic communication) with a computer 

through remote terminals, or a complex consisting of two or more interconnected 

computers.  

4. “Computer program” means a series of instructions or statements, in a form 

acceptable to a computer, which permits the functioning of a computer system in a 

manner designed to provide appropriate products from such computer system.  

5. “Computer software” means computer programs, procedures, and associated 

documentation concerned with the operation of a computer system.  

6. “Computer system” means a set of related, connected or unconnected, 

computer equipment, devices, and software.  

7. “Financial instrument” means any check, draft, money order, certificate of 

deposit, letter of credit, bill of exchange, credit card, debit card, or marketable security.  

8. “Property” includes, but is not limited to, financial instruments, information, 

including electronically produced data, and computer software and programs in either 

machine or human readable form, and any other tangible item of value.  

9. “Services” includes, but is not limited to, computer time, data processing, and 

storage functions.  

10. To “use” means to instruct, communicate with, store data in, retrieve data from, 

or otherwise make use of any resources of a computer, computer system, or computer 

network.  

§ 18-5.5-102, C.R.S. Computer Crime  

1. Any person who knowingly uses any computer, computer system, computer 

network, or any part thereof for the purpose of devising or executing any scheme or 

artifice to defraud; obtaining money, property, or services by means of false or 

fraudulent pretenses, representations, or promises; using the property or services of 

another without authorization; or committing theft commits computer crime.  
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2. Any person who knowingly and without authorization uses, alters, damages, or 

destroys any computer, computer system, or computer network described in section 18- 

5.5-101 or any computer software, program, documentation, or data contained in such 

computer, computer system, or computer network commits computer crime.  

3. If the loss, damage, or anything of value, taken in violation of this section is less 

than fifty dollars, computer crime is a class 3 misdemeanor; if fifty dollars or more but 

less than three hundred dollars, computer crime is a class 2 misdemeanor; if three 

hundred dollars or more but less than ten thousand dollars, computer crime is a class 4 

felony; if ten thousand dollars or more, computer crime is a class 3 felony.  

VIII. DISABILITY POLICY  

PROCEDURE FOR FILING A COMPLAINT BASED ON DISABILITY  
A student who believes that he or she has been discriminated against on the basis of disability 

may seek advice and assistance from the Director of Disability Services or the Director’s 

designees. The Director or designee will explain the student’s options including informal 

resolution of the matter and formal complaint procedures.  

A. COMPLIANCE RESPONSIBILITY  

The Americans with Disabilities Act of 1990 (ADA) was enacted to protect individuals 

with disabilities against discrimination in critical areas such as employment, housing, 

public accommodations, education, transportation, communication, health services, and 

access to public services. The purpose of the ADA is to provide a clear mandate for the 

elimination of discrimination against people with disabilities, thus bringing them into 

the social and economic mainstream.  

Section 504 of the Rehabilitation Act of 1973 is civil rights legislation that prohibits 

discrimination on the basis of disability in programs and activities, public and private, 

that receive federal financial assistance. Eliminating barriers to education programs and 

services, increasing building accessibility, and establishing equitable employment 

practices are addressed in Section 504 regulations. The U.S. Office for Civil Rights (OCR), 

U.S. Department of Education, is responsible for the enforcement and investigation of 

compliance with Section 504.  


