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Academic and Student Life Policies 

 

Acceptable Use of Technology Policy 

I.     PURPOSE 

 

The purpose of this policy is to establish parameters for the use of Longwood information 

technology (IT) resources and systems.  

II.    DEFINITION 

IT Resources and Systems: IT resources and systems include all computers, workstations, 

peripherals, networks, communications devices, switches, software programs and systems, as 

well as all related devices, hardware and software owned by Longwood University, covered 

under contract by the Commonwealth of Virginia or that are the responsibility of Longwood 

University through agreements with Longwood departments or employees.  

III.     POLICY 

 

This policy covers all activities involving these IT resources and systems and applies to all 

individuals using these IT resources and systems. This policy does not cover activities solely 

involving personal property, but does cover activities which involve the use of personal property 

connected to or communicating with Longwood University IT resources and systems. 

A.  Intent of IT Resources and Systems: IT resources and systems are provided at 

Longwood and shall be used solely to support the mission of the University and its 

related academic, administrative and service activities. Activities involving Longwood's 

IT resources and systems must be in accord with the Longwood University Honor 

Code, the Student Handbook, the Faculty Policies and Procedures Manual and the 

Administrative Policies and Procedures Manual, as well as, relevant local, state, federal 

and international laws and regulations.  

B.  Privileged Systems: Use of Longwood IT resources and systems is a privilege granted to 

individuals by the University and is restricted to the specific authorities granted. Access 

to the use of discrete IT resources and systems shall be explicitly granted by the owner 

of the IT resource or system or his or her designee.  

C.  Acceptable Use: For use to be acceptable, it must demonstrate respect for: 
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1.  The intent of the individual authorities granted the user; 

 

2.  The usage privileges of other authorized users; 

 

3.  The rights of others to privacy; 

 

4.  Intellectual property rights (e.g., as reflected in licenses and copyrights); 

 

5. Ownership, confidentiality, integrity and availability of systems and data; 

 

6.  System mechanisms designed to limit, monitor and/or record use or access 

(Longwood University IT resources and systems activity are routinely monitored and 

recorded by technical support staff.);  

 

7.  Current network topology and configuration; and 

8.  Individuals' rights to be free of intimidation, harassment and unwarranted 

annoyance. 

D.  Responsibility to Investigate Possible Misuse:  

1. The University reserves the right to monitor, access and disclose all data created, sent, 

received, processed or stored on any University IT resource or system with or without 

cause. 

2. When there is reasonable suspicion of misuse the University has the responsibility to 

investigate. Such investigations will only be undertaken by the CIO or his or her 

designee with the permission of the President or his or her designee.   

3. The CIO or his or her designee has the right to temporarily suspend or modify access 

privileges.  

E.  Internal Audit Reviews: In the course of its work, Internal Audit has full and complete 

direct access to all University books and records (manual and electronic) relevant to the 

subject of review. All documents and information given to Internal Audit during their 

work will be handled in the same prudent manner that the University expects of the 

employees normally accountable for them. 

IV. ENFORCEMENT 

The University regards any violation of this policy as a serious offense. Violators of this policy are 

subject to appropriate disciplinary action such as prescribed in the Longwood University Honor 

Code, the Student Handbook, the Faculty Policies and Procedures Manual and the 
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Administrative Policies and Procedures Manual, in addition to possible cancellation of IT 

resources and systems access privileges. Users of IT systems and resources at Longwood are 

subject to all applicable local, state and federal statutes. This policy does not preclude prosecution 

of criminal and civil cases under relevant local, state, federal and international laws and 

regulations. 

 

Maintenance of Student Computers/Network Security Violations 

Keeping our network secure is everyone’s responsibility.  You are expected to take responsibility 

for the maintenance of your computer in order to protect both your machine and Longwood 

University's network.  Failure to maintain your computer will result in loss of network 

privileges.     Please visit the websites below to learn Longwood's expectations of you: 

Protecting your computer PC:  http://www.longwood.edu/infosec/protect_pc.htm 

Protecting your computer Mac: http://www.longwood.edu/infosec/protect_mac.htm 

 

Advertising Policy 

The amount and variety of printed materials and or electronic materials posted and/or 

distributed around campus is a concern to the University. Not only is indiscriminate posting 

and/or distribution unsightly, but it can also result in fire hazards and can be an invasion of the 

privacy of members of the Longwood community. Therefore, the following posting policy should 

be followed: 

1. The University Center and Student Activities oversees the hanging of all posters in the 

Lankford Student Union and the Dining Hall. See Posting Policy. 

2. In academic buildings, one piece of literature per event may be posted ONLY on 

designated bulletin boards. To use bulletin boards adjacent to administrative or faculty 

offices, individuals must receive permission from the faculty or staff members in that 

office. No posting is allowed on other areas, such as walls, windows, and doors. Such 

posting will be confiscated, and appropriate sanctions will be imposed on the individual 

or organization responsible. All posted material must be removed by the person or 

organization doing the posting within 24 hours of the event. 

3. Requests for use of lawn signs to advertise events must be directed towards the University 

Center and Student Activities.   Lawn signs may only be used for University sponsored 

events with support from a University office.  A maximum of six (6) signs may be 

requested, and they may be in place 48 hours before the event, and must be removed 24 


