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Formal Complaint Procedure: 
Should the complaint not be resolved on an informal basis, or 
should the complainant choose directly the remedy of a Formal 
Sexual Harassment Complaint, the complainant must file a 
written statement with the appropriate official designated above. 
The statement will be called a “Formal Sexual Harassment 
Complaint.” The complaint must be in writing and must contain, 
at the minimum, the following facts: 

1.  The name, address, and telephone number of the 
complainant. 

2.  The full name, address, and telephone number of the 
respondent, if known. 

3.  The date upon which the sexual harassment occurred or, if 
continuing, the date upon which the harassment started. 

4.  The exact nature of the sexual harassment described in 
plain English. (It is not sufficient simply to state that one 
was verbally or physically harassed, nor is it acceptable to 
simply repeat the prohibitions against sexual harassment 
stated in the official University policy.) The complainant 
may use as many paragraphs as he or she wishes to explain 
in as much detail as possible the nature of the harassment.  

5.  The steps, if any, which were taken to stop the harassment 
or resolve the problem. (It is not necessary that any steps 
have been taken. The University recognizes that some 
victims of sexual harassment may feel they have no viable 
options to stop the harassment.) 

6.  The names of any persons who the complainant believes 
may have knowledge which would be helpful to the 
resolution or understanding of the nature of the complaint. 

7.  The names or titles of any persons who should not be 
contacted regarding the complaint without the express 
permission of the complainant. 

8.  The nature of any immediate action which must be taken 
to protect the complainant from retaliation or further 
sexual harassment. 

9.  What ultimate action the complainant requests of the 
University; e.g., transfer of the complainant, dismissal or 
transfer of the respondent, etc. 

10. The complaint must be signed by the complainant. 
 
Each official is required to assist any prospective complainant in 
the completion of the complaint. It is the responsibility of the 
complainant to ensure that the complaint reaches the 
appropriate official, preferably by hand delivery by the 
complainant, so as to assure receipt by the Assistant Vice 
President/Dean of Students or the Affirmative Action Officer 
(or their designees). The receiving official must then determine if 
emergency action must be taken to protect the complainant or 
respondent. After such actions are taken, the official should 
begin to investigate the complaint. Throughout the investigation 
process, to the extent possible, confidentiality will be maintained 
as to the identities of the parties. However, it must be 
recognized by the complainant that anonymity cannot be 
maintained from the respondent. After the receiving official 
takes any necessary remedial action, a copy of the complaint will 
be hand delivered to the respondent by the official. A copy of 
the complaint will also be forwarded to the President. Within 10 
working days of receipt of the complaint, the respondent may 
serve an answer in written form to the official. A copy will be 
given to the complainant and the President. After receipt of the 
response by the official, the official will have 15 working days to 
investigate the claim pursuant to the instructions contained in 
the Sexual Harassment Investigation Handbook. At the end of that 
time, the official will render such findings and report as the facts 
warrant. A copy of the report will be provided to the parties and 

the President. If the official believes the claim to be frivolous, 
he/she shall so state and, if the President concurs, the claim will 
be dismissed as a final action by the President pursuant to state 
and federal law. If not dismissed as frivolous, the claim may end 
at this point with the implementation of the sanctions or other 
relief recommended to the President. If either party disagrees, a 
hearing may be requested—said hearing to be conducted by an 
ad hoc committee entitled “Sexual Harassment Grievance 
Committee.” The committee shall consist of six members, five 
voting members and a chair who will vote only in case of a tie. 
The committee shall consist of three men and three women 
selected by the President from slates of four each submitted by 
the Faculty Senate, Staff Congress, and Student Government 
Association. Other than the gender requirement, the President 
may select any number from any of the slates, provided there is 
at least one member of the committee from complainant’s 
representative group and one member from respondent’s 
representative group; i.e., if complainant is a student, there must 
be at least one student member on the committee. Unless the 
parties otherwise agree, the hearing before the committee will 
take place within 30 working days of the formation of the 
committee. The proceedings will be tape-recorded. A quorum of 
four members is required. The only witnesses who may be heard 
are the parties, who will be sworn by a notary public. Any 
additional evidence either side wishes to submit may be 
submitted in writing provided that sufficient reasons exist as to 
why such documents were not given to the investigating official 
and provided that such documents are submitted to the opposite 
party and the committee within five working days prior to the 
hearing.  
 
The committee shall have five working days, exclusive of the day 
of hearing, within which to render its report. A copy will be sent 
to the President, the complainant, and the respondent. The 
report will be recommendatory to the President. The President 
shall then render a decision within 10 working days after 
receiving the report and recommendations from the Sexual 
Harassment Grievance Committee. If the decision substantiates 
the claim made by the complainant, the decision (not the 
investigative report) will be forwarded to the Director of Human 
Resources and appropriate supervisors. The investigative report 
will be kept in the Affirmative Action Officer’s files.  
 

Appendix O 
Technology Security Policy - Policy PG-55 
 
Purpose: 
To establish acceptable guidelines for technology resource use by 
Morehead State University (MSU) faculty, staff, students, and sponsored 
guests; to establish and ensure adherence to best-practice technology 
security policies and procedures; and to ensure compliance with state, 
federal, and local laws and regulations 

 
Administration of Policy: 
The Division of Planning, Budgets, and Technology is responsible for 
the maintenance of this policy.  Review by the President’s cabinet and 
approval of the Morehead State University Board of Regents are 
required to make changes to this policy. 
 
Definitions: 
Technology Users & Resources – Morehead State University faculty, 
staff, students, and sponsored guests using email, voice mail, pagers, cell 
phones, PDAs, network access, desktop computers,  portable 
computers, wireless network access, printing resources, fax services, 
central computing resources, telephones, cable television, and all other 
technology resources not included herein owned by the University.  
This policy applies to technology users located at the MSU main 
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campus, at regional campuses, and users accessing MSU owned 
resources via remote connections such as dialup, internet, or virtual 
private network (VPN) access.  
Data Custodian – MSU employee assigned management responsibility 
for oversight of official University data that could include, but is not 
limited to, student records, financial records, personnel records, alumni 
records, inventory or facility information. For example, the Registrar is 
the data custodian for student academic records. 
Authorized Access – permission granted to a technology user by a 
data custodian and/or appropriate supervisor to access technology 
resources for instructional, educational, research, or employment-related 
responsibilities. 
Sponsored Guests – Individuals, associations, clubs, vendors, 
contractors, or other entities having a business, educational, fund-
raising, or other affiliation with the University resulting in access to 
Morehead State University technology resources.  Examples would be 
auxiliary service contract holders with office space on the MSU campus; 
retired faculty and staff; or federal, state, or local programs with offices 
located on MSU’s campus. 
University Need – includes University administration’s determination 
that probable cause exists that established security policies or 
procedures; University acceptable use and/or professional conduct 
policies and standards; or state, federal, or local laws and regulations 
have been violated, or are being violated.  University Need may also 
exist to satisfy commitments or fulfill requirements of a business 
necessity. 
Business Necessity – includes, but is not limited to, a civil suit, 
preservation order, subpoena or discovery of e-documents or open 
records request. 

 
Acceptable Use Guidelines: 
1. Administrative data base managers and data custodians have primary 
responsibility for insuring that access to data in the modules under their 
control and responsibility is restricted to those people with authorized 
access.  Requests for official University information in any format 
should be routed through the appropriate data custodian with 
consultation of MSU legal counsel as necessary to assure compliance 
with privacy laws (FERPA & HIPAA) and/or state and federal open 
records laws. 
2. Access and use of University resources is limited to faculty, staff, 
students, and sponsored guests.  This includes access of the wireless 
network, email system, telephone system, desktop computers, and all 
other technology resources owned or controlled by the University 
regardless of method of access or physical location. 
3. University technology resources shall be reserved for the official 
academic, business, or service functions of the University.  Personal use 
of MSU technology resources for consulting, self-employment, or 
employment by other agencies is prohibited. 
4. Compliance with state, federal, and local laws, rulings, and regulations 
must be maintained by all technology users at Morehead State 
University. 
5. In order to ensure MSU faculty, staff, and students have access to 
safe and reliable technology resources, the integrity and operational 
stability of technology resources must be maintained. 

 
Prohibited conduct:  
The following conduct is prohibited (this list is not intended to 
be all inclusive): 
1. Copying University-owned or licensed software for personal or 
external use without prior written approval by the University and/or 
licensee. 
2. Copying or modifying University-owned data files without authorized 
access. 
3. Attempting to damage or disrupt operation of computing equipment, 
communications equipment, or communications lines. 
4. Attempting to capture network traffic by any means including packet 
sniffing, or direct connection to the physical or wireless network 
infrastructure. 
5. Using University technology resources for purposes other than those 
intended by granting access to technology resources to unauthorized 
persons, even if those persons are members of the University 
community. 

6. Using University technology resources in self-employment activities 
unless authorized in accordance with University policy and procedures. 
Technology users may not use University technology resources to 
advertise for any commercial purposes. 
7. Failing to protect an account, business process, and/or any form of 
sensitive data, including hard copy and electronic media, from 
unauthorized access.  Sharing of a user ID and associated password or 
deliberately leaving a logged in account unattended is prohibited. 
8. Installing unlicensed software on MSU computer equipment. 
9. Using MSU technology resources to gain unauthorized access to 
other technology resources (regardless of ownership or location), to 
engage in illegal activity, or to violate MSU policies, regulations, or rules. 
10. Sending email with a false return address or account ID, sending 
harassing email or inappropriate email messages, sending harassing or 
inappropriate text messages, making harassing or inappropriate phone 
calls, or otherwise creating a hostile work or academic environment via 
a technology resource. Sending chain mail or unauthorized mass 
mailings is prohibited. 
11. Operating an unauthorized device or service including peer to peer 
hosts, radio frequency broadcast stations, streaming video servers, 
wireless access points, or any other technology resource that may 
conflict with or impair MSU’s technology resources.  
12. Except in conjunction with a bona fide, research project or other 
academic undertaking, a user shall not knowingly use University-owned 
or leased computer equipment to access, download, print or store any 
information infrastructure files or services that depict nudity, sexual 
activity, sexual excitement or intimate sexual acts.  
13. Failing to protect sensitive or mission critical data from loss or 
theft.  It is the user’s responsibility to take reasonable precautions 
safeguard mission critical and/or sensitive data on their desktop or 
portable computer’s hard drive.  

 
Violations Administrative and/or Legal Actions: 
Violations of PG-55 Technical Resource Acceptable Use policy should 
be reported to the Director of Information Technology who shall 
coordinate administrative action in accordance with University policy.  
If state, local, or federal laws, rules, or regulations are being or have 
been violated, the University Police Department and University legal 
counsel shall be notified at once. 

 
With University Need, the University may monitor, inspect, transfer, 
archive or copy data, correspondence, documents, or other information 
both stored and in real time on any and all technology resources owned 
by Morehead State University.  The University may disconnect from the 
campus network technology resources found to be in conflict with 
acceptable use guidelines.  The University may take other appropriate 
action where illegal or improper usage is determined such as seizing 
technology equipment to facilitate forensic analysis by law enforcement 
and to preserve evidence in civil or criminal proceedings. 

 
Morehead State University is the owner all data/information stored on 
email, voice mail, centralized storage, and desktop computers.  The 
data/information remains subject to all state and federal copy write laws 
and the University’s intellectual property policy.   Personal information 
should not be stored on University owned systems and is subject to 
inspection in the same manner as University information.  With 
University Need, the University has the right to monitor, extend, limit, 
restrict, or deny access to its technology resources. 

 
Access of a technology user’s email or other electronic records shall 
only be done at the request of a Vice President, University legal counsel, 
or the President; or to comply with a court order presented by a 
recognized state, federal, or local law enforcement agency. 

 
Those found to have violated state, local, or federal laws or University 
policies, rules, or regulations, may have their electronic access 
suspended and/or be suspended from employment with or without pay 
or be dismissed from employment, enrollment or association with the 
University in accordance with University policies. The University 
reserves the right to impose charges for the expenses incurred in such 
actions.  All violations of state, federal, or local laws will be reported to 
law enforcement immediately. 


