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Computing and Information Technology Policy

Computing and Network Access Policies 

Access to modern information technology is essential 

to the state university mission of providing the

students, faculty and staff of SUNY Geneseo with 

educational services of the highest quality.  The

pursuit and achievement of the SUNY mission of 
education, research, and public service require that the 

privilege of the use of computing systems and

software, internal and external data networks, as well 

as access to the World Wide Web, be made available 
to all those of the SUNY community.  The

preservation of that privilege for the full community 

requires that each faculty member, staff member,

student, and other authorized user comply with

institutional and external standards for appropriate
use.

To assist and ensure such compliance, SUNY Geneseo 

establishes the following policy which supplements all 

applicable SUNY policies, including sexual
harassment, patent and copyright, and student and

employee disciplinary policies, as well as applicable 

federal and state laws.  *

1. Authorized Use

SUNY Geneseo computer facilities are a resource for 

members of the campus community, to be utilized for 

work consistent with the instructional, research, and 

administrative goals of the College.

As a condition for use of the computing facilities, all 

users must adhere to the regulations below.

A. Authorized Activities
SUNY Geneseo computer facilities shall be utilized 

solely for work consistent with the instructional,

research, and administrative goals of the College, as 

defined in the SUNY Geneseo “Missions and Goals” 

statement and the SUNY Policy Manual, Item 007.1.
Geneseo computer facilities and network may not be 

used to post or transmit any material that constitutes or 

contains advertising or any solicitation of product or 

services in exchange for personal financial gain.

B. User Privacy

Users shall respect the privacy of others.  Users shall 

not intentionally view information of other users,

modify or obtain copies of other users’ files, or modify 
other users' passwords without their permission.

Geneseo computers and networks are designed to 

protect user privacy; users shall not attempt to

circumvent these protections.

C. System Integrity

Users shall respect the system integrity of campus 

computing facilities.  For example, users shall not 

intentionally develop or use programs that infiltrate a 
computing system, or damage or alter the software 

components of a computing or network system.

Authorized personnel routinely monitor the network 

and occasionally will require access to state owned 

equipment on the network.

D. Resource Accounting

Users shall not develop or use procedures to alter or 

avoid the accounting and monitoring of the use of 

computing facilities.  For example, users may not 

utilize facilities anonymously or by means of an alias, 
and may not send messages or mail or print files that 

do not show the correct username of the user

performing the operation.

E. Resource Contention & Efficient Use

Users shall use the computing facilities in a

responsible and efficient manner.  They are expected 

to refrain from deliberately wasteful practices such as 

printing unnecessary listings, performing endless
unnecessary computations, or unnecessarily holding 

public computers or dial-up phone lines for long

periods of time when others are waiting for the same 

resources.   Users shall not develop or use procedures 

that obstruct authorized use by others.   Users shall not 
interfere with microcomputer setups, such as PCRDist 

and RevRDist, which are intended to keep

microcomputer software current and legal.   Users 

shall not use applications that use an unusually high 
portion of the network bandwidth for extended periods 

of time, thus inhibiting the use of the network by 

others.  Users shall avoid wasting computing resources 

by excessive game playing or other trivial applications

or by sending chain letters or other frivolous or
excessive messages locally or over the network.

F. Copyrights and Licenses

Users shall not violate the legal protection provided by 

copyrights and licenses held by SUNY Geneseo.
Users shall not make copies of any licensed or 

copyrighted computer program found on any SUNY 

Geneseo computer or storage device without the

written authorization of Computing & Information 

Technology.  US Federal copyright law grants authors 
certain exclusive rights of reproduction, adaptation, 

distribution, performance, display, attribution, and

integrity to their creations. Works of literature,

photographs, music, software, film, and video works 
can all be copyrighted.  Examples of probable

violations of copyright laws include, but are not 

limited to: making unauthorized copies of any

copyrighted material (such as commercial software, 

text, graphic images, audio, and video recordings), or 
distributing copyrighted materials over computer

networks or through other means.

G. Residential Network

Users shall not use the residential network to provide 
Internet access to anyone outside of the College 

community for any purpose other than those that are in 

direct support of the academic mission of the College.

A computer user must not encroach on other users’ 
access and use of the College’s computing and

networking resources.  Examples include: excessive 

use of bandwidth; sending chain letters or extensive 
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messages, either locally or off-campus; unauthorized 

modification of system facilities; and attempts to

disable or tie-up a computer or network.  Network 
services and wiring may not be tampered with or

extended beyond the area of their intended use.   This 

applies to all network wiring, hardware and in-room

jacks.

H. Personal Web Pages

Users are encouraged to create their own homepages.

Faculty and students will have FTP (File Transfer

Protocol) access to a personal directory on the College 
server where they can maintain their own homepage 

files.  Under no circumstances should personal space 

and/or files be shared with other users.  In designing a 

personal homepage, keep in mind that homepages may 

not be used for personal profit, violate copyright, 
pornography or any other state or federal laws.

Personal homepages will not be screened.  However, 

the College reserves the right to monitor all work on 

the server and remove files if it feels that computing 

policies have been violated.  In addition, failure to 
comply with computing policies could, in some cases, 

lead to disciplinary action or criminal prosecution.

I. Recreational/Personal Use
Recreational use of computing facilities, including 

computer games and social network communication, 

is allowed only when no other instructional, research, 

or administrative function requires the resources being 

used.   Anyone using a computer for recreational 
purposes is required to relinquish the computer

immediately to someone needing it for academic or 

administrative purposes.  For faculty and staff,

personal use of computers and the Internet is not 

prohibited but should not negatively affect the timely 
completion of work.

J. Academic Dishonesty

Practicing any form of dishonesty through use of 

computing facilities – for example cheating,
plagiarism, or fraud – is prohibited.

K. Harassment

Using computers or networks to harass, abuse or 
intimidate another person is prohibited.  Users shall 

not develop or use programs that harass other users.

Users shall be sensitive to the public nature of the 

college, and take care not to display on screens in such 

locations images, sounds or messages that could create 
an atmosphere of discomfort or harassment for others.

L. Obscenity

Obscene language in electronic mail, messages,

process names, file names, file data, and other publicly 
visible forms is prohibited.

M. Pornography

Federal Child Pornography Law makes it illegal to 
create, possess, or distribute graphic depiction of

minors engaged in sexual activity, including computer 

graphics.  Computers storing such information can be 

seized as evidence.

2. Authorization

Computing & Information Technology authorizes the 

use of SUNY Geneseo computer facilities by members 

of the campus community.  All who use SUNY

Geneseo computer facilities have the responsibility to 
do so in an effective, efficient, ethical, and legal 

manner, as outlined below.

A. User Accounts
Use of SUNY Geneseo's large computer systems

requires that a user account be issued by the College, 

granting access to a particular system.  Every

computer user account issued by SUNY Geneseo is 

the responsibility of the person in whose name it is 
issued.  College recognized clubs and student

organizations may be issued a user account.  Faculty 

advisors shall designate a particular person(s)

authorized to act on behalf of the club or organization.

This person(s) is responsible for all activity on the 
account and will be subject to College disciplinary 

procedures for misuse.  The following will be

considered theft of services, and subject to penalties 

described in Section 3, below.

(1) Acquiring a username in another person's name;

(2) Using a username without the explicit permission 

of the owner and of Computing & Information

Technology;
(3) Allowing one's username to be used by another 

person without explicit permission of Computing & 

Information Technology.

B. Restricted Access Systems
Access to selected administrative computers and

programs is restricted on a "need-to-know" basis

conforming to State University of New York policy 

guidelines.  Unauthorized access or attempted access 

to these machines or data will constitute theft of
services and will be subject to the penalties described 

in Section 3, below.  Authorization for use of these 

systems is granted solely by Computing &

Information Technology, and reviewed by the campus 
Security Administrat or.

C. Password Security

It is mandatory that user accounts be kept secure by 

keeping passwords secret, and changing the passwords 
often.  Users must set a password which will protect 

their account from unauthorized use, and which will 

not be guessed easily.   Avoid selecting easily 

guessable passwords, for example nicknames and 

phone numbers.  Users must report to Computing & 
Information Technology any use of a user account 

without the explicit permissions of the owner and of 

Computing & Information Technology.

D. Microcomputing

Use of SUNY Geneseo microcomputing facilities does 

not generally require that a user account be issued.


