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System Alerts

1) IMPORTANT
Starting 8/29/05 The OCT 
Helpdesk will open 
Monday-Thursday from 
8AM-7PM & Friday from 
9AM-5PM. 

2) All Faculty and Staff
Due to to the spread and 
appeareance of a new virus, 
many network ports with 
infected computers throughout 
the campus have been 
disabled. If you cannot access 
any network resources or the 
internet your computer may 
have been infected. Please call 
the helpdesk at x4444 so a 
problem ticket can be created. 
Due to the high volume of calls 
our response time will be 
longer. We apologize for this 
inconvenience.If your Antivirus 
Software pops up with a 
message warning about the 
W32.zobot being present on 
your pc and if you still have 
internet access, please go to 
following site and download the 
removal tool and run it. 

Symantec Web Site

To Download the patch from
Microsoft for the Zobot virus 
click on the link below Microsoft 
Web Site

If you have any questions
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Office of Converging Technologies

Policies Governing Use of Queens College Information Technology

This policy applies to all information technology resources owned by, leased by, or subscribed to

by the College, regardless of the source of acquisition funding. 

1. GENERAL

Queens College maintains computers, computer software, a computer network, and other

information technology resources for the academic and administrative use of its faculty, staff, and

registered students ("users") in order to facilitate access to local, national, and international

information resources and to encourage the sharing of knowledge, the creative process, and

collaborative efforts within the College ís educational, research, and public service missions. 

Access to the information technology at Queens College is a privilege, not a right, and must be so

treated by all users. All users must respect the rights of other computer users, respect the

integrity of the physical facilities and controls, respect all license and contractual agreements

related to College information systems, and respect the intellectual property rights of authors and

publishers. All users must act honestly and in accordance with these responsibilities and with

applicable local, state, and federal laws and regulations. Failure to comply with this policy may

result in denial of access to College information technology resources, in criminal prosecution,

and/or in appropriate disciplinary action. 

Use of a College computer, network connection, or other information technology resource shall

constitute the userís agreement to abide by and to be bound by the provisions of this Policy. 

2. ACCESS 

Current students, faculty, and staff of Queens College and of other CUNY institutions may use

public workstations in the library for information retrieval. Only current Queens College faculty,

staff, and registered students may use other College information technology resources. Users of

open computer facilities must show current ID cards upon request of supervisory personnel. 

Unauthorized access to College information resources is prohibited. Misuse or unauthorized use of

College computing resources may constitute theft of services, and may be punishable under

criminal statutes. Violators may also be liable for the value of the stolen resources. 

No one shall use the ID or password of another person. No one shall provide his or her ID or

password to another. Users are urged to change passwords periodically in order to protect

themselves. If your account is used improperly by someone else, you may lose your account.

When a user's relationship with the College terminates, his or her ID and password shall be

denied access to University computing resources, effective immediately. The College will maintain

email forwarding for departing faculty or staff, if the user requests this service and supplies an

active email address; however, the College accepts no responsibility for electronic information or

files belonging to former usersóarrangements for copying personal data should be made prior to

termination. 
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please call the Helpdesk. 

3) All Students: 
Due to the wrong email
addresses appearing for 
students in their CUNY portal 
profile, a new system has been
put in place which will allow 
students to change their email 
addresses. The system can be 
found here 
http://esims.cuny.edu. In order
to access this system please
make sure you know the
following information: your
College ID, and your PIN. If
you don’t know your pin or
have forgotten it please stop by
the Registrar’s Office in 
Jefferson Hall for assistance. 

4) To All Students, Faculty 
and Staff Members:
To create Blackboard accounts 
you must go to the following 
site www.cuny.edu and click on 
the log in button then follow 
the instructions to create your 
cuny portal account which will 
enable you to use blackboard 
and other CUNY resources. 
Make sure you write down the 
user name and password being 
assigned to you. Thanks OCT
Helpdesk

3. DISCLAIMER 

Queens College provides access to a wide array of local, state, national, and international

information resources. The College cannot and does not regulate the content of that information,

nor does it take responsibility for that content, except for information created by or on behalf of

the College itself. Any person who accesses information using the College information technology

system must determine whether any source is appropriate for viewing for themselves and for

their audience. 

4. MISUSE OF COLLEGE INFORMATION TECHNOLOGY RESOURCES 

Misuse of College information systems is prohibited. A non-exclusive list of examples of misuse

includes the following:

Attempting to modify or remove computer equipment, components, software, or peripherals

without Proper authorization.

proper authorization: accessing computers, software, information, networks or other information

technology resources belonging to the College or to which the College may subscribe, regardless

of whether that access occurs from a College-owned site or from a remote site.

Taking actions, without written authorization from the Assistant Vice President for Information

Technology, which may interfere with other users' legitimate access to information technology

resources.

The writing of code or execution of instructions that threaten system integrity or security, cause

harm to system or user files, or cause excessive or wasteful use of limited resources such as

memory, processor time, bandwidth, or printer paper is strictly prohibited. Circumventing logon

procedures or other security measures established by the College or by other authorities. 

Using College information technology resources for purposes other than those for which they were

intended or authorized. Using these resources for commercial financial gain or for any illegal

purpose is prohibited. 

Sending any anonymous or fraudulent electronic transmission. Pranks and practical jokes are

inappropriate. 

Sending chain letters, whether motivated by profit or otherwise. Violating any license or

copyright, including copying or distributing copyrighted material without the written authorization

of the copyright owner. Users are advised that it is Queens College policy that software that is

copyrighted may not be copied, reproduced, transmitted, transcribed, stored in a retrieval

system, or translated into any human or computer language, in any form or by any means, in any

part without prior written permission of the copyright holder. Backup copies with a copyright

notation may be kept for that purpose only. 

Violating the property rights of copyright owners. Be especially aware of potential copyright

infringement through the use of email and/or the World Wide Web (WWW). Copyright lawsí

coverage of electronic materials are evolving rapidly at the present timeóusers should take all

precautions to be sure that they have met the obligations of current copyright laws and

interpretations before posting any material that belongs to another person or corporate entity.

Using information technology resources to harass or threaten other users so as to create an

atmosphere which unreasonably interferes with the other usersí enjoyment of the educational or

employment environment. College information technology resources shall not be used to harass

or threaten any user, whether affiliated with the College or not. Accessing, interfering with, or

distributing another usersí electronic information or files without permission. 

Developing, modifying, or distributing any virus or virus-like software that will interfere with the

normal operation of any information technology resource located at the College or elsewhere.

Smoking, eating, and/or drinking when using College computers. 

Acting without due consideration of others using open laboratory facilities, e.g., noisy behavior or
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display of offensive screen content. 

5. PERMITTED USES OF COLLEGE INFORMATION TECHNOLOGY RESOURCES 

All College information technology resources exist to be used primarily for College-related

business. Personal use is permitted so long as it conforms with this Policy, does NOT interfere

with College operations or with an employee userís performance of his or her duties as a College

employee, and does NOT incur financial charges. 

Any use of College resources for business or commercial purposes is prohibited. 

Personal use may be denied when such use requires an inordinate amount of computer resources

(e.g., storage capacity or network bandwidth). 

6. PRIVACY 

Except as mentioned below, a user can expect files and data that he or she generates to be

private information, unless he or she takes action to reveal it to others. Should a legitimate

College need exist, however, a duly authorized College official may monitor a users' keystrokes or

may access a userís files or data. A non-exclusive list of examples of appropriate reasons for such

action includes the following:

Repair or maintenance of computing equipment as the College may deem necessary, including the

testing of systems in order to ensure that appropriate levels of function, bandwidth, performance,

and storage are being provided; 

Investigation of improper or illegal use of College I.T. resources; 

Response to an appropriate public records request, to an administrative or judicial order, or to a

request for discovery in the course of litigation, or to any other action required by law.

Although the College has no interest in invading any userís privacy, users should be aware that no

computer system is entirely secure. Unauthorized individuals, working inside or outside of the

Collegeís system, may find ways to access files despite the Collegeís best efforts to enforce

security. Therefore, all users should be aware that the College cannot and does not provide any

guarantee of user privacy.

Electronic information can be persistent. Users should recall that courts occasionally have deemed

it appropriate to use extraordinary efforts to recover erased filesóin some cases, investigators

have recovered documents and email that owners thought had been deleted years before. Please

bear this in mind when creating any electronic information.

In general, data whose privacy must be guaranteed should not be stored on shared computers.

Quality encryption tools are widely available and should be used whenever you work with

sensitive information. The Office of Converging Technologies will advise you on suitable products

upon request. 

7. ELECTRONIC MAIL 

All policies enumerated in this document apply to electronic mail ("email"). 

Email should reflect careful, professional, and courteous writing, especially because it can easily

be forwarded to others. Never assume that no one other than the addressee will read your email. 

Be careful about attachments and broad publication of messages. Copyright laws and license

agreements do apply to email. 

8. WWW ("web") Pages 

The College has established format standards for those web pages considered to be "official"

pages. All departmental, administrative, institutional, and other organizational web pages must

adhere to these standards, which define requirements for use of the official logo and other official

impedimenta. You may obtain assistance by sending email to the College webmaster at
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webmaster@qc.edu

. Note that no web pages other than official Queens College web pages may include the College

logo without the express permission of the College. 

Originators of all web pages that use College computing resources shall comply with College

policies and are responsible for complying with all applicable federal, state, and local laws and

regulations, including copyright laws, obscenity laws, laws relating to libel, slander, and

defamation, and laws relating to piracy of software and other information. 

Persons creating a web page are responsible for the accuracy of the information contained in the

web page. Content should be reviewed frequently to assure continued currency and accuracy.

Web pages must include the phone number or email address of an individual to whom

questions/comments may be addressed, as well as the most recent revision date. 
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