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Computer and Network Acceptable Use Policy
Rights and Responsibilities
Computers and networks can provide access to resources on and off GSC locations,
as well as the ability to communicate with other users worldwide. Such open
access is a privilege and requires that individual users act responsibly. Users must
respect the rights of other users, respect the integrity of the systems and related
physical resources, and observe all relevant laws, regulations, and contractual
obligations. Since electronic information is volatile and easily reproduced, users
must exercise care in acknowledging and respecting the work of others through
strict adherence to software licensing agreements and copyright laws.

Conduct which violates this policy includes, but is not limited to the activities in
the following list:

• Unauthorized use of a computer account.

• Using the GSC/University System of New Hampshire network to gain
unauthorized access to any computer systems.

• Connecting unauthorized equipment to the GSC/University System of New
Hampshire network.

• Unauthorized attempts to circumvent data protection schemes or uncover
security loopholes. This includes creating and/or running programs that are 
designed to identify security loopholes and/or decrypt intentionally secure data.

• Knowingly or carelessly performing an act that will interfere with the normal
operation of computers, terminals, peripherals, or networks.

• Knowingly or carelessly running or installing on any computer system or
network, or giving to another user a program intended to damage or to place 
excessive load on a computer system or network. This includes, but is not 
limited to, programs known as computer viruses, Trojan Horses, and worms.

• Deliberately wasting/overloading computing resources, such as printing too many
copies of a document.

• Violating terms of applicable software licensing agreements or copyright laws.

• Violating copyright laws and their fair use provisions through inappropriate
reproduction or dissemination of copyrighted text, images, etc.

• Using GSC/University System of New Hampshire resources for commercial activity
such as creating products or services for sale.

• Using electronic mail to harass or threaten others. This includes sending
repeated, unwanted e-mail to another user.

• Initiating or propagating electronic chain letters.

• Inappropriate mass mailing. This includes multiple mailings to newsgroups, 
mailing lists, or individuals, e.g. "spamming," "flooding," or "bombing."

• Forging the identity of a user or machine in an electronic communication.

• Transmitting or reproducing materials that are harassing, slanderous or
defamatory in nature, or that otherwise violate existing laws or GSC/University
System of New Hampshire regulations.
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• Displaying obscene, lewd, or sexually harassing images or text in a public
computer facility or location that can be in view of others.

• Attempting to monitor or tamper with another user's electronic 
communications, or reading, copying, changing, or deleting another user's files
or software without the explicit agreement of the owner.

Copyright Policy and Procedures
Policy
Granite State College does not condone copyright infringement by faculty,
administrators, staff, employees, or students. Each individual is solely responsible
for obtaining permission from copyright holders to duplicate, or in any way
reproduce, in part or in whole, materials held under copyright.

Procedures
We follow the guidelines for “Educational Fair Use” as stated in the United States
Code #107. They are:

1. Single Copy for Teachers
A single copy may be made of the following by or for a teacher at his or her
individual request for his or her scholarly research or use in teaching or preparation
to teach a class:

a. A chapter from a book;

b. An article from a periodical or newspaper;

c. A short story, short essay or short poem, whether or not from a collective work;

d. A chart, graph, diagram, cartoon, or picture from a book, periodical, or newspaper.

2. Multiple Copies for Classroom Use
Multiple copies (not to exceed in any event more that one copy per pupil in a
course) may be made by or for the teacher giving the course for classroom use or
discussion, provided that:

a. The copying meets the tests for brevity and spontaneity as defined and

b. Meets the cumulative effect test as defined and 

c. Each copy includes a notice of copyright.

Definitions of what is allowable under the conditions of brevity, spontaneity, and
cumulative effect as well as specific prohibitions are available at each local center
and online at www.granite.edu/library/


