
30

Troy University

• For your information, use of campus e-mail, the Internet, or networks for the following pur-
poses have been subject to criminal, civil, and/or university sanctions at other institutions:
– Threats against persons or property;
– False information about academic or administrative policies or issues;
– Messages deemed offensive to the receiver because of their pointlessly hateful, obscene,

harassing, or libelous content.

The foregoing does not include all the kinds of conduct that have been challenged as illegal or
inappropriate in a university setting. A good rule of thumb is to refrain from saying anything on
any network or computer system that you would not say face to face to another person. Hurtful
or offensive words spoken face to face or by telephone leave no written evidence to use against
you, but hurtful or offensive words typed on a network or computer system can leave a perma-
nent record that can, depending upon their content, support criminal or civil liability, damage
your professional reputation or diminish your stature in the eyes of those whose respect you
would like to keep or earn. You should be aware that e-mail files have been ruled to be “discov-
erable” in a court of law, which means that your privilege of confidentiality is certainly not
absolute, but may be overridden by court order.

1. Anything that makes the University or an individual criminally or civilly liable is strictly prohibited.
Any act or omission that may subject an individual or the University to criminal penalties or
civil liability is prohibited. The individual responsible for the act or omission may be required to
reimburse the University for the full amount of the expense incurred. Each individual must be
aware of any state or federal law that imposes civil or criminal liability. If state or federal law
prescribes certain consequences for certain conduct, you and the University may suffer those
consequences, even if not described herein.

2. The University may employ various measures to protect the security of its computing resources
and the privacy of its users.
Access to the computers and to the information technology networked environment within the
University is a privilege extended in good faith to students, faculty, staff, and community pa-
trons. To protect the system and the right of all users, inappropriate use of the system will not be
tolerated. In addition, while the University does not condone the routine inspection of electronic
files, it does reserve the absolute right to place restrictions on the use of its computers and
network systems and to establish policies and procedures to ensure that systems operate effec-
tively and legally.
Users should be aware, therefore, that the University cannot guarantee security and confidential-
ity. Users should therefore engage in “safe computing”. It is the responsibility of each user to
protect his/her user identifier (ID) and password from unauthorized use by other individuals.
Each user is responsible for the activities that originate from his/her system while logged onto
the network. Users may not lend their network/Internet account and/or password to other users.
Any user who has reason to believe that his/her password or ID has been or could have been
obtained by another individual must report this to an administrator of the University immedi-
ately.
All members of the University community are responsible for ensuring that their handling of
information about individuals is consistent with the University’s policy on privacy of informa-
tion. The privacy of individuals must be protected, regardless of the form or location in which
the information is stored, including computer media. Access to personal information must be
limited to authorized users for approved purposes. Such information must be safeguarded from
unauthorized access. Individuals who are authorized to access personal information about others
should not make unauthorized disclosure or use of it.

3. Computers and other campus technology are and at all times shall remain University property.
The University reserves the right at any time, in its sole discretion, to access, examine, modify,
disclose, remove or delete any data, program or document from its computers, system, network
or any software program. Such action must be authorized by the University President.


