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E-Mail Policy

(03/15/01 Approved by President Turner)

I. Introduction

The University of Baltimore provides electronic mail resources to support its

mission of teaching, scholarly research, and public service. In support of this
mission, the University encourages the use of electronic mail for the purposes
of sharing information and ideas and improving efficient communication. This
policy statement describes the University's policy on access to, use of, and
disclosure of electronic mail, to help ensure that use of the University's
resources supports these goals. This Policy clarifies the applicability of state

and federal laws and of other University policies to electronic mail.

The University recognizes that academic freedom and shared governance,
freedom of speech, and privacy of information are vital principles in an
academic setting. The University affords electronic mail privacy protections
comparable to that which it traditionally affords paper mail and telephone
communications. This Policy reflects these firmly-held principles within the
limitations of the University's legal obligations.

II. Privacy and Confidentiality

Users' Expectations: The University of Baltimore will exercise reasonable effort
to maintain the integrity and effective operation of its electronic mail systems,
but users should in no way regard e-mail as a secure medium for the
communication of sensitive or confidential information. Because of the nature
of electronic communication, the University can assure neither the privacy of
an individual user's use of the University's e-mail resources nor the

confidentiality of particular messages.

Inspection and Disclosure: The University encourages the use of electronic
mail and respects the privacy rights of users. It does not routinely inspect,
monitor, or disclose electronic mail without the holder's consent. The
University, however, may deny access to its electronic mail services and may
inspect, monitor, or disclose electronic mail (a) when required by law; (b) or

when there is reason to believe that violations of law or of University policies
have taken place; (c) or when required for the orderly conduct of University
operations, as long as such actions would not infringe on legitimate privacy
interests of the holder.

Public Records Considerations: E-mail messages may constitute University
"correspondence" or "computerized records" and therefore may be considered
public records subject to disclosure under Maryland's Public Information Act or
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other laws, or as evidence in a legal action.

III. User's duty of care in drafting. 

In all communication employees may be perceived as representing the
University. Users have the responsibility to comply with state and federal laws,

with this and other University policies and procedures, and with normal
standards of professional and personal courtesy and conduct.

Users are encouraged to identify controversial opinions as their own and not as
those of the University.

IV. Allowed use of the University of Baltimore's computer system:

a) Authorized Users
Only University faculty, staff, students, alumni, and other persons
who have received permission under the appropriate University 

authority are authorized users of the University's electronic mail
systems and resources.

b) Purpose of Use
The University of Baltimore e-mail system belongs to the University
of Baltimore and may not be used for prohibited purposes (see 
paragraph 5). Users are permitted access to the computer system

to assist them in the performance of their jobs. Personal use of the
computer system is prohibited if the use interferes with the user's
or any other employee's work performance; creates negative
impact on the operation of the computer system; or violates any
other provision of this policy or any other policy of the University of
Baltimore or the University System of Maryland.

IV. Prohibited purposes: 

The University of Baltimore e-mail system may not be used for
unlawful activities or for commercial purposes that are not directly
related to the University's mission or otherwise authorized. Other
prohibited uses of e-mail include, but are not limited to:

a) commercial advertisement, solicitations, or 
promotions;
b) destructive programs such as viruses;

c) sending copies of documents in violation of copyright
laws;
d) use of e-mail to harass, intimidate, defame or
discriminate against others or to interfere with the
ability of others to conduct University business;
e) use of e-mail for any purpose restricted or prohibited

by laws or University regulations;
f) constructing an e-mail communication so it appears to
be from someone else;
g) unauthorized access to electronic mail or breach of
any security measures on any electronic mail system, or
unauthorized interception of any electronic mail

transmissions. 
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This page is created by preeda chunjongkolkul (pchun@ubalt.edu) and
maintained by douglas prevosto (bprevosto@ubalt.edu). Although we will

attempt to keep this information accurate, we can not guarantee the accuracy of
the information provided.

 


