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Department of Information Technology (DoIT)

Regulations for the Use of Responsible Computing, C ommunications and Video Systems at
Maritime College

Users of computer systems and networks at Maritime College must read, understand and
agree to comply with Maritime College’s Computing P olicy.

1. Introduction

Computing at the Maritime College

Computing at the Maritime College can be found in every academic department and administrative office. Maritime College has a goal of training
students to be effective leaders and managers in a technology-oriented Merchant Marine. This implies that the students, faculty and staff have the
electronic tools needed to attain this goal.

The computing facilities at the Maritime College fall into three categories: personal computers, network facilities and shared academic facilities.
Currently, the network facilities consist of two networks; the Administrative Network and the Students Local Area Network. These two networks
contain over 1000 nodes that share printing services, software applications and electronic mail services. The shared academic facilities include the
computer laboratories that may be used in various courses during the four years of a student's education. The College provides computing, voice
and video networks. These systems deliver a degree of power and freedom to every member of our academic community.

 With the freedom afforded by Maritime's networks comes the responsibility to be a good citizen. As with any community, the electronic community
of which you are now a member cannot function without some sense of order.

Department of Information Technology (DoIT)

Located in the Fort, the Department of Information Technology provides centralized computing support to the MARITIME COLLEGE Academic
Program and Administrative functions. DoIT is responsible for the installation and maintenance of all computing facilities available at MARITIME
COLLEGE. Maritime College’s network is available in all dorms rooms. Rooms are equipped with two ports in each room. Wireless Ethernet access
points are available through out the campus including the Library, Smart Classrooms and certain dorm rooms in Baylis Hall. DoIT offers technical
support for computer related problems to faculty and staff. We also provide support for our students through our Help Desk (LINK-Pending)
regarding their Maritime College email account http://www.sunymaritime.edu/email  Internet access (LINK-Pending) Web Registration
https://register.sunymaritime.edu/cgi-bin/login.mbr/login and Anti-Virus software (LINK-Pending).

The staff of DoIt has the right to monitor the computer system to examine user files to diagnose system problems or investigate security breaches.
We also have the right to examine user files to diagnose systems problems or investigate security breaches.

Please know that the Internet is not secure. If you are going to transmit sensitive data or files across the Internet you must take precautions to
protect it on your own. Data and files can easily be intercepted and read, altered misused or destroyed at any machine on the Internet that they pass
through.

The staff of DoIT asks that you please take a few m inutes now to read the guidelines discussed below . Keep in mind that is your 
responsibility to know and adhere to these regulati ons. Ignorance of the rules is not an acceptable de fense

2. Guiding Principles

a. Purpose and Scope of Service

Maritime College's voice, data and video communication networks are for the use of Maritime College students, faculty and staff only for the
academic, educational and research purposes of the College.

Accounts given to you for accessing the network, the Web, the Library, and other shared systems are provided
expressly for your personal use only, and are not to be used by anyone else , including family members. Giving
access to your account to anyone off campus may result in permanent suspension of your access privileges.

b. Scholarly Integrity and Author's Rights

"Respect for intellectual labor and creativity is vital to academic discourse and enterprise. This principle applies to all works of all authors
and publishers in all media. It encompasses respect for the right to acknowledgement, right to privacy, and right to determine the form,
manner, and terms of publication and distribution. Because electronic information is volatile and easily reproduced, respect for the work
and personal expression of others is especially critical in computer environments. Violations of authorial integrity, including plagiarism,
invasion of privacy, unauthorized access, and trade secret and copyright violations, [are] grounds for disciplinary action."
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-The Educause Code: http://www.educause.edu/educom_code.html

c. Anonymity and Responsibility

It is technically possible to generate network messages (via e-mail, newsgroups, web forms, web mail links, etc.) with ambiguous identification of the
sender. Because of the relatively impersonal nature of the interaction, opportunities exist for misuse. Therefore, acceptable use of all networked
systems requires the accurate and unambiguous identification of the source of all  sent messages.

Exercise caution in letting other individuals use your computer. The owner of the computer will be held responsible  for any inappropriate use of 
the computer, along with  whoever actually committed the offense. Inappropriate use can be made of web browsers, e-mail programs, "broadcast"
and messaging utilities and newsgroup readers, among others.

d. Applicability of Existing Codes of Conduct

Computer and network use on campus are guided by the same principles, and subject to the same disciplinary sanctions (and appeals processes),
as are other campus activities. All the rules and regulations of the College, as outlined in the Student Handbook, including any disciplinary action
specified, extend to all areas of computer use, both academic and non-academic. Common sense, common courtesy, and consideration of the
implications of one's actions within the context of our academic community are essential, and extend the scope of these Guidelines beyond any
listing of specific prohibitions. Understanding this is part of your responsibilities.

3. Policies

a. Computing Policy 

All users shall comply with academy regulations and all federal, state, and local laws. All existing laws (federal and state) and MARITIME COLLEGE
regulations and policies apply, including not only those laws and regulations that are specific to computers and networks, but also those that may
apply generally to personal conduct.

         i.            Conduct which violates this policy includes, but is not limited to the following activities: Gambling is prohibited anywhere "on-campus"
per 18 USC 1953, ". TITLE 18 - CRIMES AND CRIMINAL PROCEDURE PART I - CRIMES CHAPTER 95 - RACKETEERING -HEAD-    
Sec. 1953. Interstate transportation of wagering pa raphernalia -STATUTE- (a) Whoever, except a common carrier in the usual
course of its business, knowingly carries or sends in interstate or foreign commerce any record, parap hernalia, ticket,
certificate, bills, slip, token, paper, writing, or  other device used, or to be used, or adapted, devi sed, or designed for use in (a)
bookmaking; or (b) wagering pools with respect to a  sporting event; or (c) in a numbers, policy, bolit a, or similar game shall be
fined under this title or imprisoned for not more t han five years or both.(b) This section shall not a pply to (1) parimutuel betting
equipment, parimutuel tickets where legally acquire d, or parimutuel materials used or designed for use  at racetracks or other
sporting events in connection with which betting is  legal under applicable State law, or (2) the  transportation of betting
materials to be used in the placing of bets or wage rs on a sporting event into a State in which such b etting is legal under the
statutes of that State, or (3) the carriage or tran sportation in interstate or foreign commerce of any  newspaper or similar
publication, or (4) equipment, tickets, or material s used or designed for use within a State in a lott ery conducted by that State
acting under authority of State law, or (5) the tra nsportation in foreign commerce to a destination in  a foreign country of
equipment, tickets, or materials designed to be use d within that foreign country in a lottery which is  authorized by the laws of
that foreign country.(c) Nothing contained in this section shall  create immunity from criminal prosecution under any  laws of any
State, Commonwealth of Puerto Rico, territory, poss ession, or the District of Columbia. (d) For the pu rposes of this section (1)
''State'' means a State of the United States, the D istrict of Columbia, the Commonwealth of Puerto Ric o, or any territory or
possession of the United States; and (2) ''foreign country'' means any empire, country, dominion, colo ny, or protectorate, or any
subdivision thereof (other than the United States, its territories or possessions). (e) For the purpos es of this section ''lottery'' 
means the pooling of proceeds derived from the sale  of tickets or chances and allotting those proceeds  or parts thereof by
chance to one or more chance takers or ticket 

       ii.            purchasers. ''Lottery'' does not include the placin g or accepting of bets or wagers on sporting events  or contests. -SOURCE-
(Added Pub. L. 87-218, Sec. 1, Sept. 13, 1961, 75 S tat. 492;amended Pub. L. 93-583, Sec. 3, Jan. 2, 19 75, 88 Stat. 1916; Pub.L. 
96-90, Sec. 2, Oct. 23, 1979, 93 Stat. 698; Pub. L.  103-322,title XXXIII, Sec. 330016(1)(L), Sept. 13,  1994, 108 Stat. 2147.)-MISC1- 
AMENDMENTS 1994 - Subsec. (a). Pub. L. 103-322 subs tituted ''fined under this title'' for ''fined not more than $10,000'' 1979 -
Subsec. (b)(5). Pub. L. 96-90, Sec. 2(1), added cl.  (5).Subsecs. (d), (e). Pub. L. 96-90, Sec. 2(2), a dded subsecs. (d) and (e).1975 - 
Subsec. (b)(4). Pub. L. 93-583 added cl. (4).-SECRE F-

        iii.            Soliciting of any kind is prohibited on college grounds.
       iv.            Using the MARITIME COLLEGE'S network resources to gain unauthorized access to any computer systems.
        v.            Using MARITIME COLLEGE'S network resources to gain or attempt to gain unauthorized access to remote computers.
       vi.            Unauthorized attempts to circumvent data protection schemes or uncover security loopholes.
      vii.            Attempting to monitor or tamper with another user's electronic communications, or reading, copying, changing, or deleting another user's

files or software without the explicit agreement of the owner.
     viii.            Knowingly or carelessly performing an act that will interfere with the normal operation of computers, terminals, peripherals, or networks.
       ix.            Violating copyright laws and their fair use provisions through inappropriate reproduction or dissemination of copyrighted software, text,

images, etc.
       x.            Transmitting or reproducing materials that are slanderous or defamatory in nature, or that otherwise violate existing laws or Academy

regulations.
       xi.            Displaying obscene, lewd, or sexually harassing images or text in a public computer facility or in a manner that can be in view of others.
      xii.            Transmitting threatening, obscene, or harassing materials.
     xiii.            Using electronic communication to harass or threaten others. This includes sending repeated, unwanted e-mail to another user.
    xiv.            Forging/spoofing/or concealing the identity of a user or machine in an electronic communication.
     xv.            Initiating or propagating electronic chain/fate letters.
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    xvi.            Causing intentional denial of service through inappropriate use of the computer, e.g., "spamming," "packet flooding," or "bombing." This
includes multiple mailings to Newsgroups, mailing lists, or individuals,

   xvii.            Gaining unauthorized access to an account or directory is analogous to breaking into a room or office.
  xviii.            Looking at files on a private directory or disk is analogous to going through someone's desk, which, if unauthorized, is a violation of

privacy.
    xix.            The facilities provided for communication between computers are analogous to the telephone and postal systems, and the same

standards of ethical behavior apply. 
     xx.            Writing a program is like writing an essay and the same rules of intellectual honesty apply.
    xxi.            Unauthorized modification of a hard disk or other system is vandalism.
   xxii.            Making unlicensed copies of copyrighted software is theft and is a federal crime.
  xxiii.            Sending lewd or intimidating messages via the network is harassment.
 xxiv.            If the Maritime College systems administrator asks you to cease an activity on the computer, you must do so immediately.
 
               b. Email accounts and policy

          i.            All Faculty, Staff and Students are assigned a SUNYMARITIME.EDU email address with web access and a limited amount of space on
the server. 

         ii.            Do not consider email private or secure. Maritime College does not encrypt email. Email can easily be intercepted at any machine that
is passes through. Email can be altered and copies can be made and forwarded. Messages sent to nonexistent or incorrect addresses
may be delivered to an unintended destination.

        iii.            Your password is the only means you have of keeping your account and files secure. Do not share your password with others.

       iv.            Personal accounts on Maritime's networks are for the personal use of the specified individual only, and are not to be shared. Giving your
username and password to anyone, on or off campus, is expressly forbidden.

        v.            An individual is ultimately responsible for all violations committed under their user ID, no matter if they claim someone else committed
the violation that had authorized or unauthorized access to their user ID. If an individual suspects his/her user password has been
compromised, it is that individual's responsibility to report it to the Computer Services department main number (extension 7200) as soon
as it is discovered.

c. Anti-Virus Software

Maritime College’s Department of Information Technology has obtained a license for AVG Professional Edition anti-virus software. AVG is a full
commercial product offering maximum virus protection, product customization and most importantly free virus database updates and free technical 
support for life of the product. AVG Antivirus System is developed to provide complete protection on home and network computers alike. The core of
the new testing engine is a Virtual Device Driver, which loads into memory on Windows startup. This way, all parts of the AVG system can access it

fully, providing reliable detection. To obtain your download and for further information go to (LINK-Pending) on our website.

4. Network Use Guidelines

While the general principles discussed above provide guidance for virtually all activities on the College's computer, voice, and video networks, the
newness and phenomenal growth of telecommunications systems and services warrants additional attention.

a. Network Use Guidelines Enumerated

The Network Use Guidelines bring into sharper relief a number of salient issues. All traffic on the campus communications networks must hew to
these Guidelines. Here are some examples of activities that would violate one or more of the Guidelines. They are meant to be illustrative, not
exhaustive. 

            b. Be consistent with the purposes of t he networks

Maritime College's voice and data communication networks are for the use of Maritime College faculty, students, and staff, and are to be used only
for the academic, educational and research purposes of the College. Usage that is prohibited because it conflicts with the stated purposes of the
networks includes, but is not limited to, these examples:

          i.            Providing your username and password to an off-campus individual for any reason is expressly forbidden.
         ii.            Using the College networks to support personal or other business interests, beyond the College's own efforts, is forbidden. This includes

advertising and marketing as well as substantive services. Selling access to or via Maritime's networks to outside concerns is forbidden.
        iii.            It is not acceptable to use the printing facilities to produce output that is not related to the College's mission (i.e. it is not acceptable to

print announcements or fliers for outside agencies, materials for a spouse's club, etc.)

c. Do not interfere with the work of other users 

Usage that is prohibited because it may interfere with the work of other users includes, but is not limited to, these examples:
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          i.            Usage that is likely to result in the loss or disruption of another person's work or service is prohibited. Examples of prohibited activities
include tampering with data, voice, or video network electronics or wiring, or interfering with an active client computer or network server.

         ii.            The intentional introduction of viruses, or malicious tampering with any computer system, is expressly prohibited.
        iii.            Messages, which cause an ongoing interruption in the work of another person, are strictly prohibited (ex, "Broadcast" messages which

are sent after the recipient has requested that they stop or are sent indiscriminately to large groups of users). E-mail "Chain letters" are
expressly forbidden. 

d. Avoid wasting campus computing resources 

Usage that wastes computing and/or network resources is prohibited. It includes, but is not limited to, these examples:

          i.            Network bandwidth is to be considered a vital, shared resource. Any application that might cause congestion of the networks or
otherwise interfere with the work of others is not allowed. Such applications include any E-mail "chain letters," excessive "Broadcast"
messages to lists or individuals, and excessive transfer of large files.

         ii.            Disk storage space on College-owned networked computers is a limited resource. Personal files (including work in progress) will not be
saved on public access personal computers. The Computer Services may purge these files during each academic year at any 
time. Violations of this policy will be dealt with by Computer Services staff and may result in the suspension of access to the network
and/or personal account. 

        iii.            It is not acceptable to print multiple copies of output on public printers.

e. Be consistent with applicable state and federal law

                      i.            Usage that is prohibited because it conflicts with state or federal law includes, but is not limited to, these examples:

                     ii.            Messages that harass an individual or group are strictly prohibited and will be prosecuted.
                    iii.            Users of the Maritime networks may not "share" copyrighted material for which they do not have the license to "share". This

includes computer programs ("software"), audio files, video files, electronic texts, and all other media. Software - A personal,
single-copy software license is not a license to "share" the software.  It is each individual's responsibility to make sure that the she or
he has the proper license to use a specified software package or media file. A good rule of thumb is to never use software or media
that you did not purchase.

                   iv.            Software - A personal, single-copy software license is not a license to "share" the software.  It is each individual's responsibility to
make sure that the she or he has the proper license to use a specified software package or media file. A good rule of thumb is to
never use software or media that you did not purchase.

                    v.            Copying licensed software that you did not purchase is software piracy. Software piracy is a federal crime. Do not copy other
students' software, and do not offer your own software for copying.

                  vi.             Unless explicitly noted, all software on the Internet should be considered copyright work. Therefore, students are prohibited from
downloading software and/or modifying any such files without permission from the copyright holder or as granted in a license
agreement or other contract defining use. 

                 vii.             Music and other Media Files - Exchanging digital copies of music files, often in the "MP3" format, have become popular recently.
Posting on the network, or in any other way exchanging copies of songs from commercial music CD's is illegal . Musicians and their 
recording companies do not provide you with a license to share copies of their music when you purchase an audio CD. The
Recording Industry Association of America (RIAA) and related groups vigorously defend the copyrights on their properties, and are
have taken legal actions against students  to preserve these rights.

               viii.             Even more fundamental is the College's expectation that all members of our campus community will respect the value of
intellectual and creative labor, which is the essence of our enterprise. The copyright law is simply a manifestation of this
principle, one that all students and staff members must scrupulously respect.

More information on copyright issues can be found on the web at http://www.nopiracy.com/ and the Software & Information Industry
Association: http://www.siia.net/. Information on MP3 (music) files can be found at http://www.soundbyting.com/, the Recording Industry
Association of America. See also the Educause Code, cited at the beginning of this document.

f. Be consistent with the regulations set forth in the Maritime College Handbook

As mentioned in the Guiding Principles, above, existing codes of conduct are directly applicable to computer and network usage. Usage that is
includes, but is not limited to, these examples:

                      i.            It is not acceptable to alter, disable or remove any software which resides on a machine in the Maritime public computing areas or
is accessible via Maritime's network resources. 

                     ii.            The intentional introduction of viruses, or malicious tampering with any computer system, is expressly prohibited.
                    iii.            It is not acceptable to attempt to discover or obtain via coercion, hacking or any other method user accounts and passwords. It is

also against the policy for any unauthorized parties to utilize the network super user accounts.
                   iv.            It is not acceptable to use another person's Maritime ID card and/or name to gain access to public computing resources, including

printing resources. 
                    v.            It is not acceptable to physically tamper with, tap, disable, or remove any equipment, wiring or networking hardware from the
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public computing areas, classrooms, dormitory rooms or equipment areas. This covers computing, voice, and video network systems
equally. 

                 vi.            Racial and Sexual harassment via the network: Maritime College has explicit policies set forth in the Student Handbook regarding
racial and sexual harassment. Neither of these transgressions will be tolerated on Maritime's networks and all incidents will be dealt
with firmly, according to established procedures. Use of external networks: Computers on the Maritime campus have access to
regional and national computer networks such as the Internet. These networks have their own use policies. It is the responsibility of
the user to know and adhere to these regulations. Ignorance of the rules is not an acceptable defense.

(Parts of the preceding were originally derived from policies at several academic institutions and
other organizations, including the Massachusetts Institute of Technology, Trinity College and the
Software Publishers Association.)


