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Mississippi Valley State University 

Computer Services 

Motto:  " A lack of planning on your part, does not constitute an emergency on our part." - Unknown Author 
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Introduction

The primary mission of any educational institution is to provide a 
total educational environment, which develops a student into a
well-rounded and productive member of society.  Other goals
such as community service, research, etc., are of vital importance
to both the University and society, as well.  However, the
primary goal remains the education of students.  To accomplish
this goal, the University must determine the needs of its students
and the needs of society.  Somehow, the needs of the two must
merge into the form of an institutional plan designed to meet the
objectives of the University.

Technology is a very important tool that can assist Mississippi 
Valley State University (MVSU) in the achievement of its
objectives. For this reason, MVSU has developed a Technology
Plan to help guide the successful deployment and maintenance of
our technology goals. 

In general, technology has been moving steadily towards smaller, 
more powerful systems, greater connectivity and more
user-friendly applications.  Advancements in hardware and
software have made it possible to distribute computer/automated
processes to the desktop, as opposed to the more traditional
centralized mainframe operations housed in a "Computer
Room".  The application of technology to distribute processes
and empower the end-user with computing capabilities is termed
"client-server."  This technology is defined by: 
- Server devices that act as central storehouses of information, 
programs and/or services 
- Client devices that request services from the Servers 
- A Network to connect the devices together

Client-server technology is the model for our Campus Area 
Network (CAN).

The term "network" means anything from a Local Area Network 
(LAN), which strings a few devices together in one or several
offices, to the CAN which will connect all the institution's
devices and tie them to the Statewide Backbone. Our network is
much more than cabling, hardware and software.  Our network
provides access -- access to campus resources and personnel, and
access to the world

In a networked environment, such as the MVSU CAN, care must
be taken to implement and maintain standards, policies and
procedures that will not hinder the function of the CAN.  It is the
responsibility of the Department of Computer Services (CS) to
maintain the standards established for all hardware and software
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that will be connected to the Campus Backbone Network.  It is
also necessary that CS define its purpose and ultimately its role
in the University.  This is essential in order to efficiently use the
staff's resources. 

This handbook of MVSU is issued by the President under the 
laws of the State of Mississippi and the regulations of the Board
of Trustees of State Institutions of Higher Learning.

While the Board of Trustees has responsibility for all functions 
of MVSU, other state agencies which figure prominently in
regulating and overseeing the affairs of the University include the
Bureau of Building, Grounds, and Real Property Management,
the State Department of Audit, and the State Attorney General.

Any policy, statement or procedure contained in this handbook 
which is found to be in conflict with the policies of the Board of
Trustees of State Institutions of Higher Learning of the State of
Mississippi, the law of the State of Mississippi, the federal
government or relevant decisions of state or federal courts is
declared null and void.  
  
 

Computer Services Mission Statement

The primary mission of CS is to support the goal of the
University in  providing a total educational environment, which
develops students into well-rounded and productive members of
society.  Technology is a very important tool that assists in the
achievement of this goal.

CS is dedicated to providing stable, up-to-date technology and 
support services for the faculty, staff and students of MVSU. 
Technical support is focused on facilitating the teaching and
learning environment while also providing the administrative
functionality critical to the overall operation of the University. 
CS also functions as a leader in the implementation and
utilization of new technologies.

Specifically, the mission of CS is to:

• support general campus computing including academic and
administrative systems; 
• install and maintain data networks; 
• maintain student computer laboratories; 
• promote training and education to faculty, staff and students; 
• lead initiatives in long-term planning, implementation and
maintenance of information technology; 
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• support the acquisition, maintenance and distribution of
computer hardware and software; 
• provide technical support for the “distance learning” facilities; 
• provide technical support for the campus cable television
system; and 
• maintain dial-up services for faculty, staff, and students. 
  
 

Definitions

Technology Advisory and Computer Users
Committee

The Technology Advisory and Computer Users Committee 
(TACUC) is an ad-hoc advisory committee appointed by the
President of the University.  Its membership includes
administrative staff, faculty and selected student representatives. 
The Committee's function is to provide advisory and steering
suggestions for the use of technology to enable MVSU to achieve
its stated goals and objectives.  Additionally, the TACUC will
provide assistance, as required, regarding University technology
and information systems policies, operations, planning and
assessment thereof. 
 

Employees

The term "employee" is used in this manual in its most general 
sense to incorporate not only people paid by the University for
their work but also those who perform service for MVSU and are
granted access to administrative information. The term as used
here does not, in and of itself, confer any special status or
relationship with the University and is not intended to confer
employee status. In addition to regular staff and faculty, the term
employee includes temporary staff, student employees, 
consultants, volunteers, and adjunct, emeritus, and visiting
faculty. 

Responsibilities:  
Employees are responsible for the security of administrative data.
While these guidelines provide examples of appropriate care, 
they are not intended to be exhaustive of all activities that ensure
this security. Staff are expected to evaluate their actions with
respect to the protection of administrative data and to act in a
manner which is in the best interest of the University.  
Requests for access to electronic administrative information must 
be made using the appropriate forms in the Administrative
Information Systems Forms Package available from the
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department computer liaisons (Administrative Information
Coordinators or Department Computing Coordinators). Included
on each form must be sufficient information to determine why an 
employee needs the requested access and the signatures of
required authorized administrators.

The following outlines the responsibilities of an employee:

Refrain from accessing and using 
information in unauthorized ways.  
Employees who attempt unauthorized access 
to administrative computer access IDs are
subject to disciplinary measures. Employees 
must not access microcomputers which have
not been provided to them for their work 
without the express permission of their
supervisor. They are also responsible for
refraining from perusing administrative data 
not specifically provided to them for their
work (even when it is left in an unprotected 
area) and from entering areas where
administrative information is stored unless 
they are authorized to do so.

Follow procedures for storage of data.  
Employees are required to follow 
departmental procedures which specify
where administrative information is to be 
stored and the precautions associated with
its storage. Such precautions include:

Securing copies of administrative 
information, such as microfiche and 
printouts, in file cabinets or desks. 
Storing non-reproducible information 
in areas designed to safeguard it from
unauthorized viewing and damage 
from natural cause.
Storing floppy disks in a locked file 
cabinet or desk. Disks with sensitive
information must be locked in a 
cabinet with a non-standard key lock.
Regularly backing up locally 
maintained administrative information 
stored on disk to ensure that
information is not lost in the event of 
disk failure.
Placing confidential data stored on a 
hard disk in a segment that is 
protected by an approved security
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program requiring an access 
password.

Follow procedures for dissemination of 
data. 
Distribution of administrative information 
must be accomplished through approved
procedures. 

Safeguarding the dissemination of 
information by phone, fax or printed
materials to those approved to receive 
the data by following departmental
procedures that conform to the 
policies established by the Data 
Responsible Custodian for that data.
Transferring, via network, 
computerized copies of administrative 
data through approved University
procedures. Copies transferred by 
floppy disk follow procedures for
non-computerized dissemination.

Follow procedures for disposal of data.

Employees must adhere to departmental 
procedures specifying how administrative
information is to be disposed of when it is 
no longer needed for business purposes. 

Shredding or burning of paper or 
microfiche copies to ensure the 
security of the information. 
Observing retention guidelines in 
selecting documents to be destroyed.
Erasing recording tapes (from 
Dictaphones or recorders); not just 
writing over them.
Properly discarding computer disks 
(hard disks and floppy) containing 
administrative information. Mac disks
must be re-initialized. Other PC disks 
require a more sophisticated utility to
remove access to the data. 

Protect data from unauthorized access. 
Keys and access cards that permit entry into 
storage facilities where confidential data is
stored must not be loaned or left where 
others could use them to access the secure
areas. Passwords are the key to accessing
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on-line administrative information. 
 

Never share passwords, even with a
supervisor. 
Select passwords which are not 
obvious choices. Passwords other than 
family member names, nicknames,
and words found in a dictionary make 
it more difficult for someone to
discover a password (e.g. LQREFW 
or JK224L)
Never tape passwords to a wall, under 
a keyboard or in other easily 
discoverable areas.
Change passwords every 90 days even 
if a system does not force it. 

In order to protect centrally maintained 
administrative information from
unauthorized viewing, workstations must be 
logged off to a point that requires a new
log-on whenever employees leave their work 
area, except for specially designated areas.
All access IDs must be logged off whenever 
an employee leaves for the day. Employees
must also follow policies regarding the 
physical security of computer equipment.

Screens must be oriented to prevent 
unauthorized people from reading sensitive
information. The location of the screen must 
face away from any traffic areas.

Report any breach of security 
When there is an actual or suspected breach 
of security that might compromise
administrative information, the incident 
must be reported immediately for
investigation to the supervisor, the 
Information Security Officer, or the
University Auditor. 
 

Supervisors

The term "supervisor" is used in this manual in its most general 
sense to incorporate not only people whose job function is
defined to include supervision of staff but also to apply to people
who informally direct the work of others. Such titles as
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supervisor, manager, director, chairperson, department head,
dean and vice president are used to formally denote supervisors;
however, many other positions are also supervisory.

Responsibilities: 
It is the responsibility of supervisors to maintain a high level of
security in the work place. Supervisors have a responsibility to 
inform their staff of the proper manner of handling
administrative information, to evaluate the effectiveness of these
procedures, and recommend changes to improve this security. In
addition to the security responsibilities applicable to all
employees, supervisors have responsibilities regarding data
security as outlined below:

Review access of their staff. 
Staff with a need to access administrative information as 
determined by the chairperson/department head are to be issued
keys, access cards, and/or combinations to areas where
administrative information is maintained within the guidelines
for access established by the chairperson/department head.
Special locks which provide a higher level of security than those
provided by furniture manufacturers can be obtained from 
Facilities Management and must be used to protect sensitive
administrative information. Supervisors must review the physical
access of their staff periodically (as defined by departmental
procedures) at least annually since staff can assume different
responsibilities within a department over time.

Supervisors must review all requests by their staff for access to 
computerized administrative information. The requests must fall
within the departmental guidelines of appropriate access to be
approved. Supervisors must review the access of each staff
member periodically.

Supervisors are also responsible for providing copies of this 
policy and manual to consultants, temporary staff and other
special employees and assisting them as needed to understand the
policy.

Ensure that employees comply with security policies and 
procedures 
Supervisors should recognize and encourage staff who are 
particularly conscientious in the proper handling of
administrative information. Supervisors must counsel staff who
violate security procedures as outlined in the Employee section
of this manual and are responsible for managing improvements 
in staff behavior. If violations continue, the problem must be
resolved. 

Monitor use to identify problems 
Supervisors must ensure that upon the conclusion of the work 
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day staff have properly secured administrative information and
must periodically observe the staff work areas for persons
attempting to gain access to documents left unattended.
Supervisors are also responsible for noting employees' behavior
that constitutes "browsing" through data beyond the needs of 
their positions. 

Reports of usage and other access information must be reviewed 
by supervisors to ensure that staff are properly using their access.
Supervisors must report problems to the chairperson/department
head and assist appropriate University personnel in the resolution
of the problem.

Remove access when staff leaves the department 
Supervisors must ensure that staff who terminate their 
employment with the department return their physical access
keys and cards on their last day of work in the department. Staff
who are dismissed from the University must return their
keys/cards at the time they are notified of their dismissal. If this
does not occur, access cards must be immediately canceled and 
areas controlled by the outstanding keys must be reprogrammed.

When an employee separates from the department voluntarily or 
by transferring, CS must be notified to close his/her access at the
end of the employee's last day in the department. However, when
disciplinary measures are involved, the supervisor must report
the dismissal to the Information Security Officer prior to meeting
with the employee in order that the computer access can be
canceled during the meeting.  
 

Chairpersons/Department Heads

The term "chairperson/department head" is used to denote the 
director of an administrative, academic or research unit within
the University. This person has full fiscal responsibility for the
department including preparing budgets and monitoring
spending. A chairperson/department head reports directly to a
senior administrator.

Responsibilities: 
The chairperson/department head is responsible for establishing 
an environment of security awareness for the data handled by the
department. (S)he sets procedures related to the security of the
data and supports these procedures by the distribution of funds.
Chairpersons/department heads must review office procedures at
least on an annual basis and make updates to respond to changes
in technology and policies. Annual budgets should anticipate the
need for funding of resources to protect administrative
information located in the department. In addition to the security 
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responsibilities applicable to all employees and supervisors,
chairpersons/department heads have the following
responsibilities regarding data security:

Translate policies into office procedures 
The Data Security and Administrative Information policies 
contained in this manual form the basis upon which office
procedures are to be developed to protect administrative
information. Procedures should ensure that access is provided
based on information required to perform the assigned work.
Practices that reflect handling of specific types or classifications 
of data should be included in office practices. Office procedures
must address the following situations:

The transfer of non-electronic forms of administrative 
information must maintain a level of security which
ensures that only people authorized to handle the data have
access to it. Procedures must include specific measures to
be taken to protect confidential information and to track 
the flow of data through the department and between
sections within department (for instance, by means of
logs). 
Virus checkers must be installed on all microcomputers 
that maintain administrative information to protect the data
from destruction or distortion. 
Chairpersons/Department Heads must ensure that 
computer repairs are undertaken in a manner that protects
the confidentiality of the data stored in the system.
Whenever possible, the MVSU Computer Repair facilities 
must be used. If the equipment requires the use of outside
repair facilities, the purchase contract for the work must
include non-disclosure statements regarding information
stored on the hard disk and within the system. 
Networks within the department must be properly secured 
to prevent unauthorized access. 

Provide resources to implement procedures 

When non-electronic administrative information is no 
longer needed in the department, mechanisms that will
ensure its proper disposal must be available. Confidential
information must be shredded within the department or 
transported securely for shredding or burning at a proper
facility.
Storage (temporary or permanent) of non-electronic forms 
of administrative information must safeguard against the
information's unauthorized viewing as well as loss due to
accidents or acts of nature. The chairperson/department 
head must provide for adequate storage facilities and 
locking devices to ensure this protection. 
Sensitive or critical administrative information maintained 
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locally on microcomputers must be kept within an
electronic partition that requires a password to gain access.
The chairperson/department head is responsible for
ensuring that either funds are available for the purchase of 
software with this locking capability or that the
information is not maintained on the hard disk.

Determine sensitivity of non-centralized data originating in the
department 
The chairperson/department head must define the level of 
confidentiality of data originated within that department based on
existing state and federal laws and the potential impact of that
information's loss on the business functioning of the University.
Using the "need to know" guideline, (s)he is responsible for
determining the dissemination of the data and for educating its
users in the proper care of administrative information. Data 
which the chairperson/department head classifies as
"unrestricted" must fall within the guidelines for release set by
the office of University Relations before it is disseminated
beyond MVSU. 
 

Standard University Hardware and
Software

Supported Hardware

It is of paramount importance that the security and operational 
integrity of the Campus Area Network (CAN) remain in the best
operational condition to provide informational services to the
University.  It is the responsibility of CS to ensure that no device
attached to the network interferes with this directive.  CS is
empowered to reject and, if necessary, remove any device that
causes disruption or a potential for disruption to the CAN.

A list of approved workstations, computers, computer 
configurations, printers and other peripheral devices will be
provided to each department.  If a department of the University
wishes to purchase hardware not on the approved list, a proposal
that includes a statement of rationale must be sent to the Director
of CS for consideration.  The TAC and CS welcome suggestions
for revision of the supported hardware list.  Suggestions may be
submitted in writing to the TAC at any time. Supported hardware
may change during the academic year.  Any recent changes to the
list will be made available to each department as soon as
reasonably possible. 
 

SPECIFICATIONS - PERSONAL COMPUTERS 
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(PCs)

Low-End PC Specifications

The low-end PCs provide a high level of functionality and 
processing power.  They are powered by Intel's Celeron
processor, which has received excellent reviews for applications
that fit into the mid-range spectrum.  Celeron PCs, configured
with the processing capabilities shown below, scored a level of
145 in the SYSmark 98-Win98 benchmark tests.  This compares
to the test scores of 176 for a comparably equipped Pentium II 
and 192 for a 450MHz Pentium III.

For these reasons, we recommend the Celeron 400 PCs shown 
below for applications that do not entail programming, CAD and
graphic intensive services.  These devices should be used for
most administrative personnel, most faculty and many of the
instructional laboratories.

 (Labs, Most faculty, Most Administration) 
  Intel  Celeron  Processor 400MHz with 128K L2 cache 
  Intel 440BX AGP Chipset 
  64MB PC100 SDRAM 
  6.4GB UDMA 33 hard drive (or larger) 
  3.5” 1.44MB floppy drive 
  40X IDE CDROM 
  17” monitor 1280x1024 (or greater) with minimum .28mm dot
pitch 
  AGP2X Video Card with minimum 8mb RAM 
  16-bit or 32-bit 3D sound card (PCI or integrated) 
  Powered Stereo PC Speakers 
  10/100Mbit Ethernet PCI NIC 
  1 Parallel Port (EPP,ECP) 
  1 or 2 Serial Ports 
  2 USB Ports 
  101/104 Key Windows (PS/2) Keyboard 
  Microsoft Windows  98

PCs must be upgradeable to PentiumIII  Processor.

High-End PC Specifications (Higher level applications)

The PCs described below are capable of performing all functions 
identified for Personal Computers at MVSU.  This includes all
the higher level functions, such as programming, CAD and
graphic intensive services.

The Math & Computer Science lab and other labs of similar 
needs should use the Pentium II 500 MHz devices as specified
below.  A few individual users have the need for these devices,
as well.
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  Intel  PentiumIII  Processor 500MHz with 512K L2 Cache 
  Intel 440BX AGP Chipset 
  128MB PC100 SDRAM 
  8GB UDMA 33 hard drive (or larger) 
  4.8X (or greater) 2nd or 3rd generation DVD drive with
Hardware Decoder Card 
  17” monitor 1280x1024 (or greater) with minimum .28mm dot
pitch 
  AFP2X Video Card with minimum 8mb RAM 
  16-bit or 32-bit 3D sound card (PCI or integrated) 
  Powered Stereo PC Speakers 
  10/100Mbit Ethernet PCI NIC 
  1 Parallel Port (EPP,ECP) 
  1 or 2 Serial Ports 
  2 USB Ports 
  101/104 Key Windows (PS/2) Keyboard 
  Microsoft Windows  98 
 

Mid-Range PC Specifications 

The PCs described below are capable of performing all functions 
identified for personal computers at MVSU.  This includes all the
higher level functions, such as programming, CAD and graphic
intensive services.

The Math & Computer Science lab and other labs of similar 
needs should use the Pentium II 450 MHz devices as specified
below.  A few individual users have the need for these devices,
as well.

  Intel  PentiumII  Processor 450MHz with 512K L2 Cache 
  Intel 440BX AGP Chipset 
  128MB PC100 SDRAM 
  8GB UDMA 33 hard drive (or larger) 
  4.8X (or greater) 2nd or 3rd generation DVD drive with
Hardware Decoder Card 
  17” monitor 1280x1024 (or greater) with minimum .28mm dot
pitch 
  AFP2X Video Card with minimum 8mb RAM 
  16-bit or 32-bit 3D sound card (PCI or integrated) 
  Powered Stereo PC Speakers 
  10/100Mbit Ethernet PCI NIC 
  1 Parallel Port (EPP,ECP) 
  1 or 2 Serial Ports 
  2 USB Ports 
  101/104 Key Windows (PS/2) Keyboard 
  Microsoft Windows  98

PCs must be upgradeable to PentiumIII  Processor. 
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Supported Software

Software products recommended by the TAC and supported by 
CS will be provided to each department.  Any recent changes to
the list will be made available to that department as soon as
reasonably possible.

While the various departments of the University may purchase
other software packages as they deem appropriate, CS will not
guarantee their operation, provide any maintenance nor provide
training or other assistance on any software package not on the
approved list. Additionally, any software that is placed on a
device having a connection to the Campus Backbone Network,
must receive written approval by CS prior to the installation of
the software to the device(s).  A department wishing to add a
software package to the approved list may present a written
proposal to the TAC  and CS for consideration. 

Standard Software: 
  Client Access (AS/400) 
  CMDS TEAMS 
  Corel WordPerfect Suite 2000 
  Lotus 123 
  Netscape 7.0 and higher 
  Internet Explorer 
  Others subject to approval 
 

Policies and Procedures

HARDWARE AND SOFTWARE

Purchasing Hardware and Software 
All computer equipment, including software, purchased with 
college funds is the property of the college and not the
department, program or buildings in which they are used. CS
maintains a list of standard computer equipment for a variety of
applications, which is intended to guide the selection in terms of
cost effectiveness, reliability of vendors and compatibility with
other equipment on campus. 

All requests for funding for the purchase of computers or 
peripherals must follow the normal procedures of the University. 
Once funding is approved, the request should be forwarded to CS
for final approval of the specified devices. 

CS is charged with the responsibility of maintaining the
standards established for all hardware and software that will be
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connected to the Campus Backbone Network.  Once approval is
granted by CS, CS will order, receive, inspect, stage, install and
test the devices.  The final activity of CS during this
“purchasing” phase will be to turn over the functional devices to
the department/organization responsible for the equipment. Once
the equipment has been placed in use, it will be maintained and
inventoried by CS.  Responsibility for routine daily access,
security, and operation will reside with the department or
organization using the equipment.

MVSU departments and organizations desiring to purchase 
computers or peripheral equipment must notify CS in writing. 
The Director of CS is the appropriate contact person.  This
notification should identify the items being purchased, outline
the intended use of the equipment, where it is to be located, the
date the items are to be in service and which budget is expected
to provide funding.  Computer equipment and software usually
come with some type of license agreement and a warranty. A 
copy of this documentation should be retained in the department
where the hardware/software is used.  The original documents
should be forwarded to the Director of CS for retention and
safekeeping.

All devices and software must be purchased with certification 
that each is Year 2000 Compliant.

Purchasing Computer Supplies

Academic or administrative departments wishing to purchase
computer supplies, such as ribbons, print cartridges, diskettes,
etc. should submit a request, in writing, to CS.  CS's role is to aid
both the departments and the University by guiding the purchase
process in terms of "best price", functionality, reliability, and
University standards.  If the requested supplies are in stock, the
order will be filled immediately by CS.  If the requested supplies
are not in stock, the purchase order will be forwarded through
normal University procedures for purchasing.  When received,
the ordering department will be notified and arrangements will
be made for delivery and/or installation.

All computer equipment, including software, purchased 
with University funds is the property of the University and
not the department, program or buildings in which they are
used.
When purchasing new equipment, once funding is 
approved, the request should be forwarded to CS for final
approval of the specified devices.
Once CS grants approval, CS will receive, inspect, stage, 
install and test the devices.
All standard University software products supported by CS 
will be provided to each department.



Academic Computing Services http://www.mvsu.edu/Acs/policiesandprocedures.html

16 of 37 2/13/2006 4:47 PM

While the various departments of the University may 
purchase other software packages as they deem
appropriate, CS will not guarantee their operation, provide
any maintenance nor provide training or other assistance 
on any software package not approved by CS.
Any software that you wish to install on a University 
device must receive written approval and be installed by
CS.
Requests for service for software not included in the 
standard software list may still be made.  However, we
wish to inform you that requests for standard items will
receive priority.
Any piece of hardware or device deemed necessary by a 
department must have CS approval before being connected
to the CAN.
CS is empowered to reject, and if necessary, remove any 
device that causes disruption or a potential for disruption
to the Campus Area Network.

 Maintenance of Hardware and Software

All hardware maintenance is the responsibility of CS or its 
contracted agents, and all funding for normal maintenance on
approved devices is in CS budget.  CS will neither maintain nor
provide training or other assistance on any hardware not on the
approved list. 

All hardware and software maintenance is the 
responsibility of CS.
CS is not responsible for damage done to hardware or 
software if an outside agent (not a part of CS staff or a
person contracted by the CS department) attempts to
service University property.

When repairs are beyond our capability, we will
consult the department
make recommendations about outside service
work with the department to obtain the needed 
service

CS will neither maintain nor provide training or other 
assistance on any hardware not approved by CS.

 SOFTWARE LICENSING POLICY

It is the responsibility of each faculty and staff member to make 
sure that he/she is in compliance with all copyright laws and
license requirements for every computer software package that is
installed on any workstation assigned to him/her.  This includes
all software installed on the individual device, regardless of
whether the device is connected to the CAN, a LAN, a wide area
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network (WAN) and/or a host system.

Likewise, it is the responsibility of each faculty and staff 
member, who has management responsibility for computer
systems and servers to which other workstations are attached, to
make sure that he/she is in compliance with all copyright laws
and regulations for every computer software package that is
installed on these systems and servers.

Software must be installed and distributed within the restrictions 
defined by licenses or agreements with vendors.  Installations are
to be documented so that it is clear what was installed, when, and
by whom.  Backup copies, if permitted, must be made in
accordance with licenses or vendor agreements. 

Evidence of legal acquisition (purchase, lease, gift, and grant) for
all software in use or possession must be kept.  Copies of records
of acquisition are to be maintained in each department and/or 
budget entity, should be readily retrievable, and must clearly
document software acquisition, distribution, and use.  Original
documents are to be forwarded to CS for retention.

Security Procedures

The security of MVSU computing equipment and facilities is the 
responsibility of the entire MVSU community.  Each department
is naturally expected to pay extra attention to the security of
computers in its control.

When a problem occurs or damage is discovered to a computing 
device, the first report should be to the Academic Computer
Services.  After assessment of the situation, CS may choose to
notify and involve the University Police Department.  If it is not
possible to reach CS, or if speed is of the essence, notify the
University Police directly.

Physical Security

In a campus environment, physical security of network resources 
is of paramount importance.  All networking equipment must be
in secured environments to prevent unauthorized access to
MVSU facilities.  This includes, but it not limited to,
hubs/switches, network servers, routers, CSU/DSU, wiring
closets, etc.

All hubs/switches should be located in physically secured areas. 
The closets should not be accessible by janitorial personnel (it
should not be a janitor’s closet).  These areas should be secured
by one of the following methods in order of preference: 
  Card Reader Access 
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  Combination Lock 
  Deadbolt Lock/Door Lock

The core network servers (Sun & NT), Internet router, core 
campus ATM switch, CSU/DSU, and all external access 
resources (frame relay to Internet) should be located in a
centralized location under the control of CS.  Access to this area
should also be secured by one of the above-mentioned methods. 
This area must remain secured AT ALL TIMES.  The door
should never be left open & unattended.  This area must also
have proper environmental controls in place in order to maintain
the proper temperature and humidity levels necessary for the
equipment.

In the event that combination and/or deadbolt locks are used,
strict control of the distribution of keys/combinations must be
used.  Only CS personnel and necessary emergency personnel
should be issued access to these areas.  If it is necessary to locate
any equipment in areas where personnel other than CS only will
have access, ALL power plugs must be clearly marked with high
visibility labels reading “DO NOT UNPLUG”.  There have been
numerous incidents where janitorial or other personnel
unknowingly unplugged network equipment so they could plug
in vacuum cleaners, etc. 
 

DATA

Classification of Data

For security purposes, administrative information can be 
categorized into three levels of protection: 

Confidential 
Information that requires a high level of protection due to the risk
and magnitude of loss or harm that could result from disclosure, 
alteration or destruction of the data. This includes information
whose improper use or disclosure could adversely affect the
ability of the University to accomplish its mission as well as
records about individuals requiring protection under the Family
Educational Rights and Privacy Act of 1974 (FERPA) and data
not releasable under the Freedom of Information Act. 

Sensitive 
Information that requires some level of protection because its 
unauthorized disclosure, alteration, or destruction will cause
perceivable damage to the University. It is assumed that all
administrative output from the central computing facility is
classified as sensitive unless otherwise indicated.
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Unrestricted 
Information that can be made generally available both within and 
beyond the University. 
 

Data Security Policy

Administrative information is one of MVSU's most valuable 
resources and requires responsible use by members of the
University community.  MVSU employees are charged with
safeguarding the integrity, accuracy, and confidentiality of this
information as part of the condition of employment.

Employees are expected to act in a manner that will ensure the 
information which they are authorized to access is protected from
unauthorized access, unauthorized use, invalid changes, or
destruction.

Access to administrative systems is granted to a particular 
individual based on the need to use specific data, as defined by
job duties, and subject to appropriate approval. As such, this
access cannot be shared, transferred or delegated. Failure to
protect these resources may result in disciplinary measures being
taken against the employee, up to and including termination.

Definition of Security 
Information is secure only when its integrity can be maintained, 
its availability ensured, its confidentiality preserved, and its
access controlled. Security procedures protect information from
unauthorized viewing, modification, dissemination, or
destruction and provide recovery mechanisms from accidental
loss. The security of administrative information is the 
responsibility of all people who are authorized to access it. 
 

User Data Files

Data belongs to an individual, a department or an organization 
(User) and the responsibility of maintaining a backup copy of
said data is that of the User.  Each computer will be equipped
with a disk drive capable of writing to removable media (floppy
disk or similar media).  Users are encouraged to use these
devices to store their data files and retain this media in their
possession.

Data belongs to the User and the responsibility of 
maintaining a backup copy of said data is that of the User.
Each computer will be equipped with a disk drive capable 
of writing to removable media (floppy disk or similar
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media).
Users are encouraged to use these devices to store their 
data files and retain this media in their possession.
It is not the policy of CS to render data entry services (i.e., 
AS/400).

• We will assist in the management of the data 
• This includes those functions that the end-user is not
authorized to perform. 
• We will assist in the generation of reports 
• We will NOT take responsibility of data entry, nor will
we be the sole report generators for your area.

Data Responsible Custodians

The Data Responsible Custodians constitute a body of 
knowledgeable users who function as trustees of the University's
administrative information. For each centrally maintained
administrative application, a director or manager of a functional
unit (department) is assigned the authority for making decisions
related to the development, maintenance, operation and access of
the application and the data associated with that business
function. 

The Data Responsible Custodians are responsible for establishing 
guidelines for the management and protection of this data and for
making recommendations to improve the availability of this
University resource. Each Data Responsible Custodian is
responsible for a subset of administrative information which
(s)he protects in the following ways:

• Maintain detailed knowledge of the data within their trust  
The Data Responsible Custodian is expected to be the person
most familiar with the business functions to which the data
applies, the structure and functioning of the database
management system(s) in which the data resides, and the
methods available for accessing the data. The Data Responsible
Custodian must be thoroughly familiar with the data itself,
including valid values and data transformations, and also be able
to assist with an analysis of the impact of field changes and with
applying data retention laws and practices. 

• Manage activity related to the business information 
The Data Responsible Custodian evaluates, approves, and 
prioritizes requests for changes to the business system(s) for
which (s)he is responsible. In addition, (s)he will communicate to
the Administrative Computing Committee any major changes in
business practices which would seriously impact the system's
ability to continue to provide necessary service. 
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In conjunction with their counterparts and staff of CS, the Data 
Responsible Custodians develop recommendations for the TAC
regarding policies and procedures to manage business
information. This group also coordinates planning activities
related to the business needs of the various functional areas.

Data Responsible Custodians, with the recommendations of 
computing and information staff, assist the TAC with the
development of long range administrative computing goals and
with the translation of these goals into schedules for application
replacement or major overhaul along with recommendations for
specialized hardware to support these changes.

• Develop guidelines for requesting access  
Using their familiarity with the data elements, the Data 
Responsible Custodians translate job responsibilities into access
capabilities to assist supervisors in developing guidelines for
employees' access to data. These guidelines must reflect any state
or federal laws governing the dissemination of the information in
their trust.

• Review requests for access to administrative information  
All requests for access to the data entrusted to a Data 
Responsible Custodian, both on-line and through batch, will be
reviewed and (1) approved, (2) modified or (3) denied in keeping
with the established guidelines and general security practices.
Data Responsible Custodians (or their delegates) will assign
access based on the specific data which is required for an
employee to do his/her job.

• Define the sensitivity of the data  
Each Data Responsible Custodian is responsible for identifying 
data elements or combinations of data elements within his/her
trust that must be handled with a high level of protection and
designated as "confidential" either because of state or federal
laws governing the data or because it is determined by the
Director of CS that it is in the University's best interest to afford
the information special protection. All other data elements will
be assumed to be classified as "sensitive" unless specifically 
designated as "public" by the Data Responsible Custodian. This
classification will be used to define the proper handling of
information in an employee's use.

• Develop guidelines for proper handling of administrative
information  
The Data Responsible Custodians will develop and maintain 
guidelines regarding the creation, viewing, modification, storage,
transmittal and disposal of administrative information based on
the level of sensitivity of the data. Where state or federal laws
dictate the special handling of certain data, the Data Responsible



Academic Computing Services http://www.mvsu.edu/Acs/policiesandprocedures.html

22 of 37 2/13/2006 4:47 PM

Custodian entrusted with the information will ensure that the
exceptions are included in the guidelines.

• Review usage information 
For those systems for which information on system usage is 
available, the Data Responsible Custodian is responsible for
reviewing usage reports promptly to detect potential misuse of
access, identify employees who may need additional training in
the use of the data, extract usage trends, and observe any
abnormalities that may indicate data or access problems. The
Data Responsible Custodian works with the Director of CS to 
clarify and correct any problems noted.

• Assist in developing standardized security practices 
The Data Responsible Custodians assist the Director of CS in 
developing consistent security practices throughout the
University and educating employees in these practices. These
practices will be documented in the security manual and
reviewed periodically by the Data Responsible Custodians to
ensure that they are appropriate in light of changes in the 
technology and direction of the University.

• Assist with business resumption planning 
The Data Responsible Custodians, in conjunction with CS staff, 
are responsible for developing and maintaining plans which
would allow the business functions of the University to continue
in the event of an interruption of service. These plans include not
only the ability to recover centrally maintained software
applications but also business functions that are resident within
the business unit itself. 
 

APPROPRIATE USE

Proper Use of Technological Resources

MVSU makes technology facilities available to students, faculty,
and staff for their use in pursuing the educational and research
goals of the University.  Students, faculty and staff are
encouraged to use the University’s computer facilities, which
include the hardware and software on campus, the CAN, and the
Internet to which the University systems are attached, for
research and instruction.

The following rules are intended to serve as a basic outline of
such a set of principles for MVSU’s Campus Backbone Network
and its connected facilities.

Note that violating these rules, or the principles upon which they 
are based, constitutes an offense against the University
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community and will be treated as such.  Punishment for such
violation ranges from removal of computing privileges or
dismissal to prosecution in a court of law.

RULES

 1) The University owns all computer facilities and accounts.

 2) Consideration of and respect for the rights, property (whether
intellectual, electronic, or material), and time of others are central
to the responsible use of computing facilities.  Inconsiderate or
malicious actions such as stealing or using another’s password or
data, degrading the performance of the computer system,
employing abusive or objectionable language, using more than
one machine except where required for class work, and using
another person’s account are forbidden.  These facilities are for
use by all MVSU students and faculty and any action that
interferes with another person’s use is prohibited.

 3) Class work takes precedence over personal use.  When a lab
is in use for a scheduled class (a sign must be posted to inform
others of the lab’s status), non-class members are not permitted
to use the lab facilities.  Course work takes priority over personal
use, such as e-mail, games, etc., for computer use.

 4) Computing resources must be conserved.  Do not waste them
by sending prank messages, printing and downloading large files,
sending chain mail, or other frivolous actions.  Do not destroy
equipment or resources.  Since network disk space is limited and
is purged at appropriate times, users should keep their files on
their own diskettes unless instructed otherwise.

 5) Computing environments should be kept free of hazards to
the equipment and free of annoyances to the users.  Eating,
drinking, and smoking are not allowed in any computer
facilities.  Listening to music in a shared facility should be done
only through a headset with volume low enough that others
cannot hear.

 6) Users are responsible for the tidiness of a facility.  Do not
leave items behind, whether those items are scraps of paper, 
outdated printouts or other extraneous material.

 7) All use of computing facilities must be authorized.  The
exception to this rule is the use of common areas, such as the 
Student Center and residence halls.  Unauthorized access to labs
outside of posted hours is not permitted.

 8) Only authorized software may be used on University-owned
facilities.  The use of personal copies of software on University
equipment without permission is not allowed.
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 9) Piracy of computer software is stealing and is punishable by
law.  It will not be tolerated at MVSU.  All software is for use by
the University and is not to be passed on to users.

 10) When in doubt, do only what you have been specifically
permitted to do.  If you have been given permission to use a file,
use it, but do not copy it.

Policy on External Use of Computers

The computer resources of MVSU are provided for the purpose 
of conducting University business.  Non-University groups who
receive permission through the appropriate University channels
may be allowed to utilize MVSU computer resources.  An
agreement between MVSU and an outside group will be
governed by the standard University Policy. 
  
 

Use of Computer Systems and Facilities Policy

The following policies contain the governing philosophy to
regulate the use of MVSU’s computing facilities and resources. 
Access to the University’s computing facilities and resources is a
privilege granted solely to MVSU faculty, staff, registered
students and those with special accounts.  All users of the
computing facilities must act responsibly and maintain the
integrity of these resources.  The University reserves the right to
limit, restrict or extend computing privileges and access to its
resources.  Those who do not abide by the policies listed below
should expect suspension of computer system be threatened, user
files may be examined under the direction of CS.

The University’s computing policies include, but are not limited
to, the list below.

 1) You must not use a computer ID that was not assigned to you,
unless multiple access has been  authorized for the ID. 
  a) You may not try in any way to obtain nor use another
person’s password or ID. 
  b) You may not attempt to disguise the identity of the account
or machine you are using.

 2) You must not use the University’s network resources to gain
or attempts to attempt to gain unauthorized access to remote
computers.
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 3) You must not deliberately perform an act which will seriously
affect the operation of computers, terminals, peripherals, or
networks.  This includes, but is not limited to, tampering with
components of a LAN or the CAN, otherwise blocking
communication lines, or interfering with the operational
readiness of a computer.

 4) You must not attempt to modify in any way a program which
the University supplies for any type of use at its sites.

 5) You must not run or install on any of the University’s
systems, or give to another, a program that could result in the
eventual damage to a file or computer system and/or the
reproduction of itself.  This is directed towards, but not limited
to, the classes of programs known as computer viruses, Trojan
horses, and worms.

 6) You must not attempt to circumvent data protection schemes
or uncover security loopholes.

 7) You must abide by the terms of all software licensing
agreements and copyright laws.  
  a) In particular, you must not make copies of copyrighted
software, unless the University has a site license specifically
allowing the copying of that software. 
  b) Furthermore, you must not copy site-licensed software for
distribution to persons other than MVSU faculty, staff, and 
students, nor may you copy site-licensed software for use at
locations not covered under the terms of the license agreement.

 8) You must not deliberately perform acts which are wasteful of
computing resources or which unfairly monopolize resources to 
the exclusion of others.  These acts include, but are not limited
to, sending mass mailings or chain letters, creating unnecessary
multiple jobs or processes, obtaining unnecessary output, or
printing or creating unnecessary network traffic.

 9) Printing multiple copies of any documents including resumes,
thesis, and dissertations is also prohibited.

 10) The following type of information or software cannot be
placed on any University  
        owned computer system: 
  a) That which infringes upon the rights of another person. 
  b) That which is abusive, profane, or sexually offensive to
community standards. 
  c) That which consists of information which may injure
someone else and/or lead to a lawsuit 
      or criminal charge.  Examples of these are pirated software,
destructive software,  
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      pornographic materials, or libelous statements. 
  d) That which consists of any advertisements for commercial
enterprises.

 11)You must not harass others by sending annoying, threatening,
libelous, sexually, racially,  
      or religiously offensive messages.

 12) You must not attempt to monitor another user’s data
communications, nor may you read, 
        copy,  change, or delete another user’s files or software,
without permission or the owner.

 13) You must not use any of the University’s devices or
networks for other than an MVSU  
        course, research project, departmental activity or personal
communications.  
        These resources must not be used for personal financial
gain.

 14) Any network traffic exiting the University is subject to the
acceptable use policies of the  
       network through which it flows, as well as to the policies
listed here.

 15) Recent court decisions have determined that the University
may own information on  
       University computer systems. 
 

Acceptable Use Policy - Students

This policy applies to all users of University computing and 
networking facilities.  Users will signify their commitment to
abide by the policy the first time they sign on using their network
account.  The acceptable use of University computing and
networking facilities is in support of research, instructional,
administrative, and other intellectual pursuits consistent with the
University's aims and objectives.  Use for personal purposes is
permitted to encourage the students and staff to explore 
information technology and to assess the potential use of
computing and networking in pursuit of knowledge or improved
efficiency.

The following are examples of unacceptable uses of the facilities:

1. To access another user's account unless authorized by that
individual  
2. To seek information on passwords or data belonging to 
another user unless authorized by that individual  
3. To copy proprietary program software, someone else's files, or 
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programs, or examine such information unless authorized by the
owner  
4. To download or install unauthorized software  
5. To seek access to or to attempt to circumvent computer
security methods or operating systems  
6. To use the University's computer accounts for commercial 
purposes 
7. To intercept or examine the content of messages or files in 
transit on a network  
8. To interfere with the work of other users of the network, to 
seriously disrupt the network, or to engage in any uses that result
in the loss of another user's files  
9. Uses that are found to be malicious, harmful, obscene or
unethical  
10. Any unlawful use

Any student found to be breaking or abusing any of these 
guidelines will be subject to University discipline and, possibly,
criminal charges. 
 

AS/400 User Access Policy

All access to the AS/400 is granted to users by the Director of CS
based on their needs to carry out their various job functions.  In
order to access the AS/400 a user must have a valid user ID and
password.  The security level of the AS/400 requires that a valid
user ID and password be entered in order to access the AS/400. 
This security feature along the security features of the
administrative software package on the AS/400 provides a
sufficient enough security package to limit user access to data on
the AS/400.

A valid user ID has a length of up to 8 characters which can be a
combination of letters and numbers, however it must begin with 
a letter.  A valid password also has a length of up to 8 characters 
which can be a combination of letters and numbers and also
begin with a letter.

It is recommended that users do not write their passwords on 
paper and keep them in places where others may find them.  It is
also recommended that users change their passwords periodically
for security purposes.

Users should also be aware that once they sign on to the AS/400 
and there is no activity on their session after a period of time that
session will be disconnected after a predetermined amount of
time.  This time period will be determined by the Director of CS.
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Users should know that they are responsible and/or even liable 
for any information they may access.  They should also protect
this information from access by unauthorized individuals.  Every
effort should be made to protect the confidentiality of any
information that is accessed.  Any user that is found to have
violated these conditions will have their access revoked and in
certain other actions may be taken. 
 

Shell Account Appropriate Use Policy

Introduction 
This policy governs the use of computers, computer-based
networks, and all related equipment administered by MVSU. 
Under the federal statutes and the sections of the Mississippi
code that regulate the use of these resources, MVSU is required
to ensure that this equipment is used properly and for the purpose
for which state funds were expended.  The intent of this policy is
to allow maximum freedom of use consistent with state and
federal law, IHL/University policy and a productive work
environment.

General Principle 
Appropriate use reflects academics honesty and ethical behavior, 
and demonstrates consideration in the consumption of shared
resources.  It shows respect for intellectual property, ownership
of data, system security mechanisms, and the rights of others to
privacy and to freedom from intimidation, harassment, and
unwarranted annoyance.

General Account Information 
Departmental, course, and organizational accounts receive
consideration  over personal accounts.  The initial amount space
allotted for personal accounts shall not exceed 4 (four)
megabytes.  The initial space allotted for departmental, etc.,
accounts shall not exceed 10 (ten) megabytes.  Request for
additional space may be made only after 90% (ninety percent) of
initial space has been consumed.  MVSU CS shall perform
general backups of the system on which your account is housed, 
but will not guarantee the security or availability of information
in your account.  Therefore, it is the sole responsibility of the
“Responsible Party” (RP) to keep a current backup of their data.

Authorized Use 
Individuals may use MVSU computing facilities only with the
express authority of MVSU.  Using an account that belongs to
another individual or giving an individual other than the owner
access to an MVSU account is prohibited.  The person making
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application shall be considered the RP or “user” of the account. 
Each user is responsible for all activity originating from his or
her account.   MVSU management authorizes system accounts
and the use of lab facilities.  In certain cases, such as with remote
visualization facilities,  MVSU management may designate an
appropriate agent to authorize accounts.  Authorized users of
MVSU computing facilities include:

The faculty, staff, and students of the state supported 
universities governed by the Mississippi Board of Trustees
of Institutions of Higher Learning (IHL). 
Pre-approved individuals associated with other state 
supported educational institutions (e.g., high school
teachers and students working on special projects).
Other outside, pre-approved clients.

Transfer of Responsibility 
If the need arises to change the RP, (i.e., RP or “user” has
graduated, or employment has ended, etc.) the current RP or a
department head (in RP’s absence) must complete a
Responsibility Transfer Form. 

Appropriate use of MVSU computing facilities and shell 
accounts includes:

The support of instructional activities (e.g., to complete 
class projects or conduct activities relevant to class work).
The support of institutionally sponsored research by 
authorized users.
The facilitation of official work of state and University 
offices, departments, agencies, and sanctioned campus
organizations.
The shell accounts given shall not be used to “host” sites
for non-University-related (or if non-University-related
and not approved) organizations or persons.
All links or graphics  to or from  off-campus sites on
resulting web pages must be posted only after permission
is obtained from the owner of said site.
MVSU computing facilities are not to be used for 
commercial purposes of financial gain except in
pre-approved circumstances.  MVSU computing facilities
are not to be used for partisan political purposes. 
MVSU computing facilities serve diverse purposes and
diverse constituencies, and rules for use may vary
somewhat across systems and labs.  Activities having valid
educational benefits, but which are however,  they may be
limited or banned on certain systems at the discretion of
MVSU management, according to system load and system
function.  For example, due to the limited number of
stations, game playing and computer chatting in MVSU
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labs is strictly prohibited, unless the activity is required as
part of a University course.  System and lab dependent
policies are communicated to users through on-line
messages, news items, and lab postings.  Compliance with
the MVSU Appropriate Use Policy requires compliance
with all system and lab dependent policies.
Misuse or abuse of MVSU computing facilities is a 
violation of the MVSU Appropriate Use Policy; violators
are subject to the suspension or revoking of computing
privileges, disciplinary action, and criminal prosecution in
case of violations of state or federal law.

Computer Software Usage

MVSU computing facilities utilize many software applications, 
with a wide range of license and copyright provisions.  Users are
responsible for availing themselves of appropriate information
and complying with the license and copyright provisions of the
software that they use. 

MVSU prohibits the unauthorized copying or electronic 
transmission of copyrighted computer software, computer data,
and software manuals at MVSU unless appropriate written
consent is obtained from the software vendor or licensor.

Such  unauthorized duplication is grounds for disciplinary action
by the University and is subject to criminal prosecution under 
Mississippi Computer Statutes, as well as under the Federal
Computer Fraud and Abuse Act of 1986.

User Responsibilities 
 

Respect the integrity of MVSU computing environments 
and computing environments reachable by MVSU network
connections.
No individual shall, without authorization, access, use, 
destroy, alter, dismantle or disfigure MVSU technologies,
properties or facilities.  If an individual encounters or
observes a vulnerability in system or network  security,
then that individual must report the vulnerability to MVSU 
management.  Individuals must refrain from exploiting any
vulnerabilities in security.
No individual shall use MVSU computing facilities to gain 
illegal access or entry into other computers.  MVSU users
must follow any policies governing the use of any remote
hosts accessed.
Respect the privacy of other individuals.
Files belonging to individuals are to be considered private 
property unless explicit authorization is given by the owner
of the files.  That a user can read a file does not mean that
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a user may read a file.  The ability to alter a file does not
give a user the right to alter a file.
Respect the finite capacity of systems.
No individual shall monopolize or hoard resources, 
including lab stations (PCs, workstations, terminals),
printing facilities, dial-in connections, limited-use software
licenses, and system resources such as CPU, disk, memory,
and Cray Solid state Storage Device (SSD).
Use computing facilities in a manner that promotes a 
productive and professional working environment -
locally, nationally, and internationally.
Individuals should not use electronic communications 
systems such as E-mail to harass others or to interfere with
their  work.   Other examples of misuse include: sending
messages, mail or communications of any kind to persons
who have not requested it or who cannot be reasonably
expected to welcome such communications;   printing or
displaying materials that are unsuitable for public display
or that could create an atmosphere of discomfort or
harassment for others.
MVSU computing facilities are not to be used in a 
wasteful or frivolous manner (e.g., tying up system or
network resources with computer based game playing,
sending trivial or excessive messages, printing excess 
copies of documents, files,  data, or programs, running
grossly inefficient programs when efficient alternatives are
available, etc.).
Protect Your Account.

Even the best computer systems cannot protect the individual 
who fails to conceal his or her password.   To prevent abuse of
your account, physically protect your session, never record a
password where it can be found, and never reveal your
password.  Follow MVSU guidelines for password selection and
change your password  often.  Inform MVSU when you leave
you institution so that your account may be properly closed.

Failure to act responsibly in the use of MVSU computing 
facilities is a violation of the MVSU Appropriate Use Policy;
violators are subject to the suspension or revoking of computing
privileges, disciplinary action, and criminal prosecution in cases
of violations of state of federal law.

MVSU Rights and Responsibilities 
Acknowledgment of this policy statement authorizes appropriate
MVSU system or network personnel, under the direction of
MVSU management, to examine user files and activities, if
necessary.  No guarantee of complete privacy is made.  MVSU
management reserves the right to stop any process, restrict any
individual’s use, inspect, copy, remove or otherwise alter any
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data, file, or system resource that may undermine or adversely
affect the overall performance or integrity of the computing
facilities.

MVSU system and network administrators have taken reasonable 
precautions to ensure that potentially offensive materials does not
reside on local facilities; however, MVSU cannot be held
responsible for materials residing on remote sites.  Individuals
are cautioned to exercise judgment in accessing such materials. 
 

CONSEQUENCES 
Violation of MVSU Appropriate Use Policy may result in the 
following penalties:

Suspension for varying amounts of time or the permanent 
revoking of computing privileges. 
MVSU management reserves the right to revoke the 
computing privileges of individuals who disciplinary
action is determined.
Report of the violation to the appropriate Disciplinary
Advisory Committee for the user’s institution.
 Referral to the appropriate law enforcement agency in
cases of violations of state or federal law.

E-mail Use Policy

Introduction 
This policy governs the use of computers, computer-based 
networks, and all related equipment administered by MVSU. 
Under the federal statutes and the sections of the Mississippi
code that regulate the use of these resources, MVSU is required
to ensure that this equipment is used properly and for the purpose
for which state funds were expended.  The intent of this policy is
to allow maximum freedom of use consistent with state and
federal law, IHL/University policy and a productive work
environment.

General Principle 
Appropriate use reflects academics honesty and ethical behavior, 
and demonstrates consideration in the consumption of shared
resources.  It shows respect for intellectual property, ownership
of data, system security mechanisms, and the rights of others to
privacy and to freedom from intimidation, harassment, and
unwarranted annoyance.

 Referral to the appropriate law enforcement agency in cases of
violations of state or federal law. 
Individuals may use MVSU computing facilities only with the 
express authority of MVSU.  Using an account that belongs to
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another individual or giving an individual other than the owner
access to an MVSU account is prohibited.  MVSU management
authorizes system accounts and the use of lab facilities.  In
certain cases, such as with remote visualization facilities. 
MVSU management may designate an appropriate agent to
authorize accounts.  Authorized users of MVSU computing
facilities include:

The faculty, staff, and students of the state supported 
universities governed by the Mississippi Board of Trustees
of Institutions of Higher Learning (IHL).
Pre-approved individuals associated with other state 
supported educational institutions (e.g., high school
teachers and students working on special projects).
Other outside, pre-approved clients.

Appropriate use of MVSU computing facilities includes: 
 

The support of instructional activities (e.g., to complete 
class projects or conduct activities relevant to class work).
The support of institutionally sponsored research by 
authorized users.
The facilitation of official work of state and university 
offices, departments, agencies, and sanctioned campus
organizations.
MVSU computing facilities are not to be used for 
commercial purposes of financial gain except in
pre-approved circumstances.  MVSU computing facilities
are not to be used for partisan political purposes. 
 MVSU computing facilities serve diverse purposes and
diverse constituencies, and rules for use may vary
somewhat across systems and labs.  Activities having valid
educational benefits, but which are however,  they may be
limited or banned on certain systems at the discretion of 
MVSU management, according to system load and system
function.  For example, due to the limited number of
stations, game playing and computer chatting in MVSU
labs is strictly prohibited, unless the activity is required as 
part of a university course.  System and lab dependent
policies are communicated to users through on-line
messages, news items, and lab postings.  Compliance with
the MVSU Appropriate Use Policy requires compliance 
with all system and lab dependent policies.
Misuse or abuse of MVSU computing facilities is a 
violation of the MVSU Appropriate Use Policy; violators
are subject to the suspension or revoking of computing
privileges, disciplinary action, and criminal prosecution in
case of violations of state or federal law.
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Computer Software Usage

MVSU computing facilities utilize many software applications, 
with a wide range of license and copyright provisions.  Users are
responsible for availing themselves of appropriate information
and complying with the license and copyright provisions of the
software that they use. 

MVSU prohibits the unauthorized copying or electronic 
transmission of copyrighted computer software, computer data,
and software manuals at MVSU unless appropriate written
consent is obtained from the software vendor or licensor.

Such  unauthorized duplication is grounds for disciplinary action
by the University and is subject to criminal prosecution under 
Mississippi Computer Statutes, as well as under the Federal
Computer Fraud and Abuse Act of 1986.

User Responsibilities

     1. Respect the integrity of MVSU computing environments
and computing environments reachable by MVSU network 
connections. 
     2. No individual shall, without authorization, access, use,
destroy, alter, dismantle or disfigure MVSU technologies,
properties or facilities.  If an individual encounters or observes a
vulnerability in system or network  security, then that individual
must report the vulnerability to MVSU management.  Individuals
must refrain from exploiting any vulnerabilities in security. 
     3. No individual shall use MVSU computing facilities to gain
illegal access or entry into other computers.  MVSU users must
follow any policies governing the use of any remote hosts
accessed. 
     4. Respect the privacy of other individuals. 
     5. Files belonging to individuals are to be considered private
property unless explicit authorization is given by the owner of
the files.  That a user can read a file does not mean that a user
may read a file.  The ability to alter a file does not give a user the
right to alter a file. 
     6. Respect the finite capacity of systems. 
     7. No individual shall monopolize or hoard resources, 
including lab stations (PCs, workstations, terminals), printing
facilities, dial-in connections, limited-use software licenses , and
system resources such as CPU, disk, memory, and Cray Solid 
state Storage Device (SSD). 
     8. Use computing facilities in a manner that promotes a
productive and professional working environment - locally, 
nationally, and internationally. 
     9. Individuals should not use electronic communications
systems such as E-mail to harass others or to interfere with their 
work.   Other examples of misuse include: sending messages,
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mail or communications of any kind to persons who have not
requested it or who cannot be reasonably expected to welcome
such communications;   printing or displaying materials that are
unsuitable for public display or that could create an atmosphere
of discomfort or harassment for others. 
     10. MVSU computing facilities are not to be used in a
wasteful or frivolous manner (e.g., tying up system or network
resources with computer based game playing, sending trivial or 
excessive messages, printing excess copies of documents, files, 
data, or programs, running grossly inefficient programs when
efficient alternatives are available, etc.). 
     11. Protect Your Account.

Even the best computer systems cannot protect the individual 
who fails to conceal his or her password.   To prevent abuse of
your account, physically protect your session, never record a
password where it can be found, and never reveal your
password.  Follow MVSU guidelines for password selection and
change your password  often.  Inform MVSU when you leave
you institution so that your account may be properly closed.

Failure to act responsibly in the use of MVSU computing 
facilities is a violation of the MVSU Appropriate Use Policy;
violators are subject to the suspension or revoking of computing
privileges, disciplinary action, and criminal prosecution in cases
of violations of state of federal law.

MVSU Rights and Responsibilities

Acknowledgment of this policy statement authorizes appropriate
MVSU system or network personnel, under the direction of
MVSU management, to examine user files and activities, if
necessary.  No guarantee of complete privacy is made.  MVSU
management reserves the right to stop any process, restrict any
individual’s use, inspect, copy, remove or otherwise alter any
data, file, or system resource that may undermine or adversely
affect the overall performance or integrity of the computing
facilities.

MVSU system and network administrators have taken reasonable 
precautions to ensure that potentially offensive materials does not
reside on local facilities; however, MVSU cannot be held
responsible for materials residing on remote sites.  Individuals
are cautioned to exercise judgment in accessing such materials. 
 

CONSEQUENCES

Violation of MVSU Appropriate Use Policy may result in the 
following penalties: 
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Suspension for varying amounts of time or the permanent 
revoking of computing privileges.
MVSU management reserves the right to revoke the 
computing privileges of individuals who disciplinary
action is determined.
Report of the violation to the appropriate Disciplinary
Advisory Committee for the user’s institution.
Referral to the appropriate law enforcement agency in 
cases of violations of state or federal law.

Training

1) CS must approve the training of the faculty, staff, and student 
body on any University-owned equipment or with
University-owned software.  This includes, but is not limited to:  
•Departmental workshops or training sessions conducted by
Faculty and Staff 
• Workshops or training session conducted by outside vendors. 
2)CS will provide training on all supported hardware and 
software. 
3)Training of unsupported hardware or software is subject to 
approval by the Director of CS. 
 

Requests for Service/Reporting of Problems

Cable Television

When experiencing problems with the cable television system 
follow the following procedure:

• Students 
 All requests for service for cable TV must be submitted to CS by
Student Affairs. 
 Students must notify the Dormitory Director who in turn notifies
The Office of Student  Affairs.

• Faculty/Staff 
 Faculty and Staff (excluding Dormitory Directors) may submit a
request for service directly to CS.

 Request for Service Procedure must be followed!

Video Classroom

• Scheduling of Classes (to be broadcasted) 
All courses to be broadcasted must be approved by the Office of 
Academic Affairs. 
The office of Academic Affairs will in turn notify CS of the class
schedule in order to establish a connection.
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• Scheduling of Conferences 
Campus and Non-Campus Personnel 
Contact the Office of Computer Services at least 7-10 days 
before the scheduled event.  Information to be provided includes
day, time, purpose, and sponsor.

    Normal Hours of Operation: 
    Monday - Thursday 8:00 AM - 5:00 PM 
    Friday   8:00 AM - 4:00 PM

After the above-stated hours, contact the Director of CS for 
details.

Software and Hardware

Follow standard request policy and procedure:

Policy 
Request for service for systems or software not included in the 
standards list, may still be made.  However, requests for standard
support will be given priority.  It is further our policy to remove
unapproved items from campus owned devices in an effort to
maintain the integrity of the network.

Procedure 
All requests for service are to be routed through the Computer 
Services Department. Faculty, staff and students are asked to use
one of the following methods for requesting services:

Complete and return a request for service form. 
Download a request through our web site at 
http://www.mvsu.edu/Acs/SERVRQ.pdf.

Service calls that are not handled in the above manner will not be 
considered as valid requests.

NOTE: 
Before requesting service, we ask that you refer to the PC 
Troubleshooting list. (Appendix B) 
We have provided a list of common hardware and software 
problems that you may be able to solve  yourself. 
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