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Computer Technology Acceptable Use Policy 
 

I. Policy Statement and Purpose 
 

In accordance with state and Federal laws and University policies, and the University’s Information Systems 
Security Policy, this policy establishes the standards for acceptable use of computing technology at Athens 
State University.  This policy prohibits various actions described within which may or may not constitute a 
crime. The standards established in this policy are based upon best practices used in higher education and 
follow the ISO 27001 security standards.   
 
This policy applies to all students, faculty, staff, and guests of Athens State University along with 
vendors/contractors, visitors, and all others conducting official business with the University or participating in 
any activity within the scope of authority of the University’s administration, faculty, or staff.  This policy 
applies to all fixed and portable computer & telecommunications equipment owned and issued by the 
University or used on the University network.   
 
This policy also applies to third parties acting in a similar capacity to our employees whether they are explicitly 
bound (e.g. by contractual terms and conditions) or implicitly bound (e.g. by generally held standards of ethics 
and acceptable behavior) to comply with the University’s information security policies. 
 
Individuals are responsible for their actions while using computer technologies at Athens State University.  
Computer technologies include both the physical device and the functions performed on or through physical 
devices.  These devices  include computers and computer-related hardware/software, including PCs, servers, 
mobile telephones, mobile devices, voice-over-IP (VOIP) systems, routers, switches, hubs; communications 
including audio, video, text, and e-mail, the Internet, and any applications, resources, or networks that are 
attached to and are accessible through the University network. 
 
Users must respect the privacy and rights of others, and demonstrate appropriate concern for the integrity of 
the hardware and software being used. Accordingly, students, faculty, staff and guests should operate within 
the assigned access privileges and refrain from unacceptable practices as listed in section II, item 3 of this 
document.  
 

II.  Policy Details 
 

1. Limited Access: The University limits employee access to software programs, data, directories, and 
processes.  Control levels are established jointly by administration, functional area data stewards, and the 
Chief Information Officer (CIO) and are based on standard industry practices, State, and Federal law.  
Employees are assigned access control levels necessary to complete the duties assigned.   Access control 
levels are implemented and monitored by processes and procedures in the Information Technology 
Services (ITS) department.  
 

2. Acceptable Use:  It is acceptable to use University computer technology including hardware, software, 
and network resources in the pursuit of academic goals and carrying out University business processes 
related to instruction, research, and administration of the University.  
 

3. Unacceptable Use: University computer technology may not be used for illegal purposes or to interfere 
with or disrupt other users, services or equipment.  Unacceptable uses  include, but  are not limited to, 
the following: 
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a. Using University or personally owned technology to "break into" or "hack into" University or 

other computers and storage devices for the purpose of reading, copying, deleting, modifying or 
distributing data and/or information of others, or any other purpose. 

 
b. Giving passwords, access codes or other security level access information to others. 

 
c. Using computers logged into accounts other than their own.  

 
d. Sharing personal electronic mail (e-mail) accounts.  

 
e. Engaging in activities to damage or disrupt computer, computer system, network, information, 

data, or a program, by such acts as virus creation and propagation, wasting system resources, or 
overloading networks with excessive data. 

 
f. Engaging in activities for the purpose of promoting personal gain and or profit or use of 

University technology for organizations other than Athens State University. 
 

g. Engaging in any activity which is in violation of the Code of Alabama (1975) §§ 36-25-1 through 
36-25-30, as amended, (the "State Ethics Law"), or which, in the opinion of the University 
administration, may be contrary to such law. 

 
h. Using any computer technology in a manner that violates patent protection or license 

agreements. 
 

i. Engaging in any activity that violates any and all copyright law. Such activity may include utilizing 
University technology to copy and/or distribute copyrighted materials of any type that the user 
does not have a valid and legal right to copy. 

 
j. Engaging in any activity that utilizes University technology to copy any software from any source 

for which the user does not have a valid and legal license. 
 

k. Engaging in any use that is illegal or results in the commission of any illegal activity or use 
University computer technology to support or oppose any candidates or candidates for public 
office, or for any other political purpose. (Use of State property for political purposes is against 
Alabama law.) 

 
l.            Creating, displaying, transmitting or making accessible threatening, defamatory,  

                       libelous, discriminatory, obscene, or harassing language and/or material.  
 
        m.           Knowingly performing an act which will interfere with the normal operation or use of computers,  
  terminals, peripherals, or networks. 
 

n. Creating copies, or taking into the user's personal possession copies of institutionally owned 
software and/or hardware technology such as computers, components, disks, or peripherals. 

 
o. Using another person's computer account or allowing someone else to use your account (e-mail, 

secure systems, etc.)  
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p. Masking the identity of an account or machine in any manner misrepresenting your identity in 
email or other electronic communication. 

 
q. Creating, modifying, executing or retransmitting any computer program or instructions intended 

to obscure the true identity of the sender of electronic mail or electronic messages, collectively 
referred to as "Messages," including, but not limited to, forgery of Messages and/or alteration of 
system and/or user data used to identify the sender of Messages. 

 
r. Communicating any information concerning password, identifying code, personal identification 

number or other confidential information without the permission of its owner. 
 

s. Attempting to gain unauthorized access to any information facility, whether successful or not. 
This includes running programs that attempt to calculate or guess passwords, or that are 
designed and crafted to trick other users into disclosing their passwords, and any attempts to 
circumvent data protection schemes or uncover security loopholes. It also includes electronic 
eavesdropping or communication facilities. 

 
t. Transmitting any material in violation of any federal or state law is prohibited. This includes, but 

is not limited to: copyrighted material, threatening or obscene material, or material protected by 
trade secret. Any use of the Internet through the University's computer network for political 
advertisement or political lobbying is also strictly prohibited.  

 
u. Transmitting personally identifiable information through e-mail, file transfer, or other method 

both on campus and through the Internet without using appropriate encryption or data 
movement protocols that protect the integrity of the data. 

 
4. Violations of this Policy:     The Administration at the University reserves the right to deny the privilege of 

the use of any or all electronic communications technology to individuals who violate this policy. Users 
will also be held accountable for violations of all applicable Federal and/or Alabama Laws (i.e. Computer-
Related Crime, etc.). Violations of this policy may result in the termination or suspension of employment, 
suspension of computing privileges, or disciplinary review. Violators of this policy may owe financial 
restitution to the University for damages and costs related to inappropriate or unacceptable use. 
 

 IV. Responsibility for this Operating Policy 
 

Policy Owner 
 

As part of the initial approval of this policy by the President and subsequent to the original dissemination of 
the policy, the Provost is the policy owner for the ongoing evaluation, review, and approval of this policy.  
Subsequent reviews and revisions to this policy must be in accordance with approved operating policy 
procedures and processes. 
 
This policy will be reviewed every two years or more frequently as needed. 

 
Responsibility for Policy Implementation 
 
The President has assigned the responsibility of implementing this policy to the Chief Information Officer.  


