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Introduction:

This policy describes your obligations and responsibilities when you use NJIT's cyber resou
responsibility to provide the university community with legal, reliable, and efficient cyber res

 
Terminolog:

The following terminology is used throughout this policy:

"You" and "your" in this context are NJIT students, faculty, staff, guests, alumni, cont
our cyber resources. "You" might also be an organization or a representative of an org
"We", "our", and "university" refer to the New Jersey Institute of Technology in gener
"IST" refers to Information Services and Technology. One designated agent is the IST 
"Cyber resources" refers to any of our computer equipment and technology infrastru
communications equipment, multimedia equipment, PDA's, personnel, information sys
"Use" likewise refers to accessing, programming, storing, and any other utilization of t

 
Polic Hierarch:

You must comply with all local, state and federal laws, including, but not limited to, laws reg
infringement, theft, and threats.

We sometimes license cyber resources from third parties for use by the NJIT community. Yo
these resources.

Additionally, all of NJIT's policies extend to your use of our cyber resources. NJIT's policies 
policies from the Dean of Student's Office are at https://www.njit.edu/doss/policies/index.ph
with cyber resources are:

Student Professional Conduct Code (http://www5.njit.edu/doss/policies/conductcode
Faculty Handbook (http://www.njit.edu/policies/pdf/facultyhandbook.pdf )
University Code on Academic Integrity (https://www5.njit.edu/policies/sites/policies/fil
Policy on Integrity in Scholarship (http://www.njit.edu/policies/pdf/integrity_in_scholars

Home Aout Admiion Academic Reearch Campu

Policie

https://www.njit.edu/
https://my.njit.edu/
https://www.njit.edu/apply?utm_source=njit&utm_medium=header&utm_content=header-link&utm_campaign=applyheader
https://www.njit.edu/giving?utm_source=njit&utm_medium=header&utm_content=header-link&utm_campaign=giveheader
https://www.njit.edu/currentstudents/
https://www.njit.edu/policies/
https://www.njit.edu/doss/policies/index.php
http://www5.njit.edu/doss/policies/conductcode/index.php
https://www.njit.edu/policies/sites/policies/files/lcms/pdf/facultyhandbook.pdf
https://www5.njit.edu/policies/sites/policies/files/academic-integrity-code.pdf
https://www.njit.edu/policies/sites/policies/files/lcms/pdf/integrity_in_scholarship.pdf
https://www.njit.edu/
https://www.njit.edu/about/
https://www.njit.edu/admissions/
https://www.njit.edu/academics/
https://www.njit.edu/research/
https://www.njit.edu/campuslife/
https://www.njit.edu/policies


Identity Theft Policy (http://www.njit.edu/policies/pdf/2009-04-09-identity-theftpolicy.p
Copyright Policy (http://www.njit.edu/policies/pdf/copyright_policy.pdf )
Patent Policy (http://www.njit.edu/policies/pdf/patentpolicy.pdf )
Sexual Harassment Policy (http://www.njit.edu/policies/pdf/sexual_harrassment.pdf )
Supplemental Ethics Code (http://nj.gov/ethics/docs/ethics/njitcode.pdf).

 (top)

 
Purpoe:

Anyone who uses our cyber resources has the responsibility to respect and follow this Acce
honor the ethical norms associated with the highest standards of professional conduct. You
report any attempts you observe to:

1. degrade the performance of any part of our cyber resources,
2. improper or unauthorized use or access our cyber resources,
3. interfere with proper access to any university cyber resources,
4. exploit any gaps in systems security, or
5. misuse copyrighted materials.

Activity not specifically prohibited by this policy, but which is nonetheless in violation of the 
violation of same.

(top)

 
Acce i a Privilege:

University cyber resources are the property of or licensed to NJIT and are provided to you a
responsibility. Your use is not a right. We, as proprietor, reserve the right to extend, limit, res
responsibilities. If you fail to respect this policy you may be subject to loss of access and us
university, and civil and/or criminal prosecution by the state or federal government. (top)

 
Univerit anctioned Ue Onl:

Cyber resources are to be used for university sanctioned activities consistent with the missi
is not limited to:

instruction;
completion of academic and administrative assignments;
academic research and scholarly activities;
authorized work of university departments, offices, centers and laboratories, recognize
digital communications as a member of the university community; authorized recreatio
sanctioned uses.

In recognition of the educational enrichment and benefit of work experience in professional 
non-academic purposes, such as limited work within one's field, co-op participation, interns
restrictions on university software licenses nor university policies are violated, may be perm
(CIO) or his/her express designee, in consultation with department heads when applicable. 
resources shall be considered the lowest priority use in allocation of resources and time.

Personal use of cyber resources is permitted only on an incidental basis. Incidental use inclu
use that has negligible effect on the use of cyber resources by others. Incidental use does n
assigned responsibilities as a faculty or staff member.

Under no circumstances may you use university cyber resources for private commercial pur
individuals not related to NJIT, soliciting, illegally sharing copyrighted materials, or outside p

 (top)

 
Miue of Cer Reource:
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Unauthorized or excessive use of cyber resources, physical or virtual, is prohibited. Utilizing
sending inordinate amounts of mail, printing excessive copies of documents, and illegal P2P
alter, or interfere with network traffic or other cyber resources. (top)

 
Account ecurit:

You are responsible for ensuring individual account(s) security by taking all reasonable meas
staff member will never ask you for your password. Your password must not be given to any
Password complexity and expiration regulations are not to be circumvented. If you discover
promptly report the intrusion to the IST Computing HelpDesk (http://ist.njit.edu/support/help
immediately.

You may not use another person's account(s) or authorize others to use your account(s), exc
approved by the university. Attempts to discover another user's password or to enter into an
legal action. No cyber resource account provided by the university may be transferred to, or
individual or entity to which it was originally assigned, including friends, significant others an

 
Privac of Information:

Information stored within university cyber resources is generally private. We do not routinely
content; however we do maintain log files and backups which may contain content, referenc
aware that communications are stored within university cyber resources, including deleted c
constitute "public records" (to the extent such communications are not statutorily exempt) a
"right to know" requests, and judicial discovery, with which the university must comply.

We hold and reserve the right to inspect, preserve, remove, lock out, use, or otherwise alter 
connection when:

1. There is evidence of violation(s) of local, state or federal laws or university policies;
2. We conduct regular business, administration, or vulnerability audits;
3. Initiated by a good faith investigation into a violation of law or other university policy;
4. As required by law (statutory, common law public records request, subpoena, or a disc
5. Performing maintenance on hardware, software, accounts, etc.
6. There is evidence of illegal sharing of copyrighted materials.

You shall not seek information about; acquire, modify, or distribute material that belongs to 
permission of the original owner. You shall not attempt to obtain access to content and reso
privacy of information may result in severe disciplinary sanctions and may result in private s
policy will neither be defended nor indemnified. (top)

 
Digital Communication:

Digital communications are the electronic transmission of information and are governed by t
University Policies.

You may not:

harass, threaten or otherwise harm others by sending obscene, abusive, or injurious c
forge or counterfeit communications;
distribute other people's personal information in an unauthorized manner for any reaso
send excessive amounts of digital communications (e.g.: spam, chain letters, etc.) to o
utilize resources for commercial purposes, except as authorized;
use digital communications in an attempt to impersonate another user or otherwise m
instances in which anonymous communication is acceptable, it is generally advisable 
use anonymity to harass, threaten, or deceive others

(top)

 
Copright:

We endorse the following guidelines set forth by The EDUCOM Code, created in 1987 and i

http://ist.njit.edu/support/helpdesk.php


Respect for intellectual labor and creativity is vital to academic discourse and enterprise. Th
publishers in all media. It encompasses respect for the right to acknowledgment, right to pr
terms of publication and distribution. Because electronic information is volatile and easily re
expression of others is especially critical in computer environments. Violations of authorial in
unauthorized access, and trade secret and copyright violations may be grounds for sanction

You are bound by U.S. Copyright Law when using NJIT's cyber resources. The University C
disposition of copyrighted material developed using NJIT cyber resources.

We are required under the Higher Education Opportunity Act of 2008 to assist in the reducti
through peer-to-peer (P2P) and other file sharing technologies. Copyright infringement is the
authority, one or more of the exclusive rights granted to the copyright owner under section 1
states Code). These rights include the right to reproduce or distribute a copyrighted work. In
substantial parts of a copyrighted ork without authority constitutes an infringement.

Penalties for copyright infringement beyond university disciplinary actions include civil nd cr
civil copyright infringement ay be ordered to pay either actual damages or "statutory" dama
infringement can also result in criminal penalties, including imprisonment.

The university implements technology to deter the illegal sharing of copyrighted materials. 

 (top)

 
Pulic Data Repoitorie:

Material contained in the university's public data repositories (e.g. web pages, social netwo
must be sensitive to the public nature of this material and avoid the displaying of images, so
as harmful to others, of any age or demographic. The presence of material judged by the un
racist, patently false, in violation of policy, regulation or law, in violation of copyright, or othe
linking to another page or location containing such material, shall be cause for severe discip
other individual(s) or organization(s) without their permission may be an illegal invasion of pr
right to inspect, remove, block access to, or otherwise alter any cyber resource which conta

 (top)

 
Ue of Campu Computing La and Facilitie:

Access to NJIT's campus computing labs and other facilities is provided to current students
who are expressly authorized. You must abide by all posted rules. You are not to engage in f
Disconnecting equipment (e.g., electrical, network, or other connections), even with intent to
university computing labs and facilities is a privilege and excessive printing may result in res

 
Ue of non-NJIT Cer Reource

You should exercise caution when participating in the growing number of social networking 
opportunities to develop communities of interest where one can communicate, collaborate a
personal, and professional. Unfortunately, in some instances, they also offer a forum for frau
should use common sense when participating in such venues and exercise caution when sh
You should also note that NJIT's policies and professional codes of conduct apply in these 
the NJIT community and when interacting with members of the NJIT community.  (top)

 
Diciplinar Action

Any violation of this policy may result in disciplinary action. Violators may also be subject to
may restrict or suspend your privileges while the alleged violations are investigated and/or a
Dean of Students Office relative to all student violations, and by the appropriate university o
affiliate violations.

Student disciplinary actions may include, by way of illustration and not limitation, loss of co
basis, loss of privilege to exhibit a web site, a decrease of disk quota, the removal of files, s

http://www2.ed.gov/policy/highered/leg/hea08/index.html
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facilities, disciplinary probation, and/or suspension or dismissal from the university. A reason
academic computing needs of the individual during the investigatory period

Employee disciplinary actions may include, by way of illustration and not limitation, verbal o
dismissal from employment at the university. Additionally, employee use of cyber resources 

Affiliate disciplinary actions may include, but not be limited to, verbal or written warning, los
permanent basis, loss of privilege to exhibit a web site, a decrease of disk quota, the remov
contract or license with the university.  (top)
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