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Copyright Policy & Guidelines on copyrighted materials, the Dartmouth College Patent Policy, the
Dartmouth College student handbooks and faculty handbooks, and the Dartmouth College Exempt
and Non-exempt Staff Handbooks. Each member of the Dartmouth community is expected to be
familiar with the relevant foregoing policies.

THE DARTMOUTH COLLEGE INFORMATION TECHNOLOGY POLICY:

FREEDOM OF EXPRESSION

Freedom of expression and an open environment within which to pursue scholarly inquiry and to
share information are encouraged, supported, and protected at Dartmouth. (Please see the
principle of "Freedom of Expression and Dissent" that appears in the Handbook of the Faculty of
Arts and Sciences and the Student Handbook.) Censorship is not compatible with the goals of
Dartmouth. While Dartmouth may limit the use of some computers or resources to specific
research or teaching missions, freedom of expression will generally be protected. While Dartmouth
rejects censorship, behavior that constitutes misconduct will not be protected. Such behavior
includes, but is not limited to, the use of Dartmouth's information technology resources in
connection with child pornography, harassment of any kind, copyright infringement, theft,
unauthorized access, and other violations of the law.

To comply with federal regulations governing tax-exempt organizations, Dartmouth technology
resources may not be used for mass and unsolicited communications used in connection with
lobbying (except official Dartmouth activities authorized by the Office of the Provost) or political
campaigns. Communications that in part may contain political information, when sent to a select
few individuals and that pertain to professional and work related issues, are permissible. In
addition, such resources should not be used for private business or commercial activities, except
where such activities are otherwise permitted under applicable Dartmouth policies.

PRIVACY

Members of the Dartmouth community have reasonable expectations of privacy in their use of
information resources, in accordance with this policy. State and federal law, and Dartmouth policy,
prohibits unauthorized access to computer and telephone systems. No one should use aliases,
nicknames, pointers, or other electronic means to capture information intended for others without
permission of the intended recipient. Attempts to gain unauthorized access to machines or
computer records, to decrypt encrypted materials, to monitor other individuals' computer or
network use, to attempt to obtain their passwords, or to obtain privileges or information to which
the user is not entitled, are prohibited.

Information stored on an individual's account is presumed to be private unless the account holder
has made the information available to others. If, for example, the account holder allows public
access to files via file sharing, it is presumed that the account holder has waived his or her privacy
rights to those files.
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