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As an institution founded to acquire and disseminate knowledge, the University of Southern California strongly
encourages the free exchange of ideas and information among all members of its community and with members
of other communities. The tools of communication can be a means of intellectual, social, cultural, emotional and
moral growth, but they also can be a means of harassment and destructiveness. The University as a whole finds a
compelling need not only to facilitate the free flow of information, but also to encourage civility, to obey legal
strictures and to enforce its own policies and standards. Consequently, students in the USC community are
expected to exercise responsibility, use computing resources ethically, respect the rights and privacy of others,
and operate within the bounds of the law and of University policy and standards.

The University reserves the right to restrict the use of its computer facilities and limit access to its networks
when faced with evidence of violations of University policies or standards, of contractual obligations or of
federal or state laws. The University has the right to remove or limit access to material posted on or transmitted
by its computers. Software, files and materials stored on or transmitted by University computer equipment will
be considered property of the University.

In matters not controlled by law or institutional policy, the University urges students to exhibit ethical conduct in
the use of computing resources. Electronic communication is ubiquitous and less personal in nature than other
forms of interaction. Students are encouraged to engage in such communication within bounds of reasonable
civility. Guidance may be found in "Academic Computing at USC" and in on-line documents made available by
University Computing Services.

Communication & Privacy
In accord with federal and state law, the University reserves the right to examine material stored on or
transmitted through its facilities. The University will examine files only when and to the extent that reasonable
business need requires for protection and maintenance of the system. Computer users should be aware that
privacy cannot be guaranteed in electronic communications, even for communications that have been "deleted."

Users of the University's computer facilities assume full responsibility for their experiences. The University
cannot and will not protect individuals against the existence or receipt of material that may be offensive to them
except in cases of violation of the law or of University policy or standards, and then only where technically
feasible. Individuals making use of electronic communications are warned that they may willingly or unwillingly
receive or discover material they find offensive. The University will not set standards for discussion or language
in electronic communication forums and assumes no responsibility for the initiation or transmission of such
material, whether or not such material originates inside or outside the University.

Similarly, individual users assume full responsibility and accountability for their actions. Computers offer
powerful tools for communication but also offer the potential to infringe on the rights of others. Individuals
should consider carefully how their actions affect other users, and whether their behavior is prohibited under
University policy and standards or under federal or state law. Violations of the law may be reported to the
appropriate authorities, while violations of University policy and standards will be processed through the Office



for Student Conduct. Education or remedial interventions prior to disciplinary action may be initiated by
University Computing Services. Such interventions do not preclude initiation of disciplinary action. Temporary
restrictive actions may be taken by systems or network administrators during educational or remedial
interventions, or pending disciplinary adjudication or final outcome of such an adjudication. Access may be
restricted or denied as the result of disciplinary action.

Programming & Systems Use
Computer programming and use of University computer systems provide advanced and prolific opportunities for
research and education. Such resources also provide opportunity for misuse. "USC Computing and Usage
Policies" (available on-line using the command "help policies") states policies for CPU-intensive processes, as
well as the number of processes running on time-sharing machines. Failure to observe these policies
disadvantages other systems users and may result in disciplinary action.

The University expects students to respect intellectual property which resides on or is accessed through
university computer systems, and to refrain from misusing the intellectual property of others. Illegitimate use of
such property includes, but is not limited to, unauthorized reproduction or posting of copyrighted materials,
unauthorized use of trademarks or other protected symbols, and the use of programs and written materials, or
parts thereof, as one's own without acknowledgment of the owner/author.

University Computing Services provides detailed information on-line, in "Academic Computing at USC" and in
"The Primer" about user account confidentiality and system use policies. Student computer systems users are
responsible for knowing and abiding by policies concerning access to accounts, fraudulent or unauthorized use of
systems, and limitations on access and use of files and systems. Following is a description of some of the more
common prohibited uses of computer systems and access at USC. Students should be aware that this is not an
exhaustive list, and should consult the current SCampus for more general descriptions of prohibited behaviors.

Prohibited Behavior
Behaviors considered to violate University policy with respect to computer systems and use include, but are not
limited to, the following:

Sending harassing, intimidating and/or threatening messages through electronic mail or other means;

Intentionally intercepting, disclosing or using any electronic communication to which authorized access is
not explicitly provided. Authorized access includes mail directed to or from an individual, and those
messages intended for public consumption (news groups, bulletin boards, broadcast messages);

Initiating or encouraging the promulgation of chain letters, unauthorized automated or mass postings, or
other types of unauthorized large-scale distributions;

Providing others with access to one's personal computer account(s), or gaining or attempting to gain access
to the personal computer accounts, files, or electronic information of others or to accounts, files or systems
to which authorized access has not been granted;

"Hacking" or related behavior attempting to compromise University computer security or the security of
remote systems accessed through University equipment or systems;

Creating or releasing computer viruses or engaging in other destructive or potentially destructive
programming activities;

Disruption of timeshare functions or network traffic by recklessly or intentionally overloading the system
or otherwise denying or restricting the access of others; otherwise interfering with the normal operations of



computers, systems or peripherals;

Modifying, altering or otherwise tampering with systems hardware or software unless explicitly authorized
to do so;

Copying for oneself or distributing to others commercial or other copyrighted software or proprietary data
which has not been placed in the public domain or been distributed as freeware;

Use of University computers, systems and/or services to perpetrate fraud, misrepresentation or illegal
activity;

Use of University computers, systems and/or services for commercial purposes or unauthorized financial
gain;

Violation of user room policies, disruption of user room activities, or misuse of computer hardware,
software or computing time; and

Any act chargeable as a violation of local, state or federal law, whether or not charges are brought by civil
authorities.

Any of the above behaviors, as well as any other act which violates the Student Computer Use Policy or other
University policies or standards, is subject to disciplinary action including, but not limited to, loss or restriction
of computing privileges. Students should refer to ¤11.00 of the University Student Conduct Code published in
SCampus for a description of prohibited behaviors which may be relevant to use of computer systems.

Guidelines for Civility in Electronic Communications
As in all interactions within the University community, engaging in electronic communications brings with it the
obligation to do so with respect to the recipients of the message. While the University encourages the exchange
and debate of values and ideas, it is expected that this exchange will reflect the high ethical standards of the
academic community, mutual respect and civility.

Students are encouraged to familiarize themselves with the special requirements and nuances of communicating
in an electronic environment. When sending electronic transmissions, users should realize that tone-of-voice,
facial expression and other usual communicative cues are absent. Consequently, unlike more familiar means of
communication, intent of electronic communication can be lost easily, resulting in hostile interpretation or
over/under emphasis. Careful writing and judicious use of words is therefore advised.

A growing volume of written information about "netiquette" (network communication etiquette) is available
through University Computing Services and the Usenet. Students are encourage to read at least some of this
information prior to proceeding with electronic mail, newsgroup postings and similar electronic
communications.
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