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SECTION VIII 

Policies Regarding the Use of the University’s Computing 

and Communications Systems 
 

A. Statement of Policy 

This is a statement of policy regarding the use of CNU computer and communication facilities, 

including voice, data and video.  It relates to the use of telecommunications equipment (including 

using computer networks internally and using the Internet) as well as university and personal 

computer systems.  

 

All CNU students should clearly understand and follow university policy related to use of these 

systems.  The only activities not covered are those solely involving personal property—property 

that does not in any manner make use of access to internal networks or to the Internet or to any 

other equipment owned by the University. 

 

B. General Purpose 

University communication and computing resources are intended to support the educational, 

research and public service missions of the University.  All acceptable use of these resources must 

be in accordance with the University Honor Code, with the policies outlined in this Student 

Handbook as well as with relevant local, state, federal and international laws and regulations. 

 

 1. Acceptable use must demonstrate respect for: 

 the rights of others, including the right of privacy; 

 intellectual property rights (e.g., as reflected in licenses and copyrights); 

 ownership of data;  

 system mechanisms designed to limit access; and  

 individuals' rights to be free of intimidation, harassment and unwarranted annoyance. 
 

 2. Policy toward Violations 

 CNU regards any violation of this policy as a serious offense  

 (See Enforcement Regulations below). 

 

C.   General Principles for Use of Information Systems at CNU 

 1. Access to Computer Systems and Networks 

Access to computer systems and networks owned or operated by CNU impose certain 

responsibilities and obligations and granted subject to University policies, and local, state and 

federal laws.  Acceptable use is always ethical, reflects academic honesty, and shows restraint 

in the consumption of shared resources.  It demonstrates respect for individuals, intellectual 

property, ownership of information, system security mechanisms, and individuals' rights to 

privacy and to freedom from intimidation and harassment.   

 

 2. Specific Guidelines for Acceptable Use 

  In making acceptable use of resources, you must: 

 Use resources only for authorized purposes; 
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 Protect your user ID and the system from unauthorized use.  Never share your user ID 

or password.  You are responsible for all activities taking place under your user ID or 

that originate from your system; 

 Access only information that is your own, that is publicly available, or to which you 

have been given authorized access; 

 Use only legal versions of copyrighted software or videos in compliance with vendor 

license requirements;  

 Be considerate in your use of shared resources--refraining from monopolizing systems, 

overloading networks, degrading services, or wasting computer time, connect time, disk 

space, printer paper, manuals or other resources.   

 

 3. Unacceptable Use 

  In making acceptable use of resources you must NOT: 

 Install, copy, distribute, share or otherwise make available or use software, files or content 

of any kind in violation of any local, state or federal law, copyright law and/or End User 

Licensing Agreement. 

 Alter system software or hardware, disrupt or interfere with the delivery or administration 

of system resources. 

 Access or attempt to access or facilitate access to another user's account, server, 

workstation, computing device, files, voice mail or e-mail without the owner's permission. 

 Share personal information, including but not limited to account information, user 

credentials and/or access to university systems. 

 Misrepresent your identity in electronic communication. 

 Engage in conduct or the use of computing resources which interferes with others' use of IT 

systems, the activities of other users or otherwise impedes workplace productivity. 

 Commit acts of vandalism, theft or tampering with computer resources. 

 Use computer programs to decode passwords or to access control information. 

 Attempt to circumvent or subvert security measures. 

 Engage in any activity that might be harmful to systems or to any information stored 

therein, such as creating or propagating viruses, disrupting services, or damaging files. 

 Use University systems for commercial or for partisan political purposes. 

 Make or use illegal copies of copyrighted software, store such copies on University 

systems, or transmit them over University networks. 

 Use mail or messaging services to harass or to intimidate another person, for example, by 

broadcasting unsolicited messages, by sending unwanted mail, or by using someone else's 

name or User ID. 

 Waste computing resources, by intentionally placing a program in an endless loop, by using 

excessive amounts of paper through printing needlessly, frivolously, or for amusement, or 

by sending chain letters. 

 Use the University's systems or networks for personal gain, by selling access to your User 

ID or to University systems or networks, or by performing work for profit with University 

resources in a manner not authorized by the University. 

 Publish Web pages that use or attach the University name to material that is not appropriate 

to the University's educational, research or service mission.   

 Engage in any activity that does not conform to the General Principles statement above. 
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 Attempt to conduct a scan of network or computer systems to determine vulnerability of 

those systems.   

This applies to CNU systems as well as personal computers within the residence halls or in use 

on other areas of campus, regardless of intent. 
 

D. Protecting Electronic Access Privileges 

 1. General Policy Statement 

The University is responsible for assuring the integrity of its computing systems.  At the same 

time, the University strives to provide an open, accessible communications network in order to 

maximize the functionality and usefulness of these resources.  The integrity of shared 

computing resources depends upon responsible behavior on the part of the users. 

 

 2.  The Password or PIN; the User Name or User ID                                 

Computing systems are protected by a system of electronic authentication and authorization 

procedures that rely on user passwords (PINs) and user names (user IDs) for validation.  It is 

the responsibility of all computing and network users in the University community to safeguard 

the access privileges granted to them. 

a. The owner of a user password (PIN) and user name (user ID) is accountable for its use.  It 

is the owner's responsibility to protect the integrity of accessible systems and to preserve 

the confidentiality of accessible information as appropriate. 

b. Unauthorized electronic access is prohibited. 

c. Guidelines for managing your password:    

 Passwords should be managed solely by the owner. 

 Passwords should remain confidential. 

 Passwords will be changed every 90 days and at any time there is a reason to 

suspect a password has been compromised. 

 Passwords should follow guidelines issued by the granting agency of the 

University (At least eight characters in length; and comprised of upper/lower case 

alphabetical and special characters).  

 Passwords should never be displayed, printed, or otherwise recorded in an 

unsecured manner. 

d. Reporting Suspected Security Breaches 

Anyone who has reason to suspect a breach of established security policy or procedure 

should promptly report it to the appropriate Dean, Director, Department Head, or the 

Information Technology Services Department. 

 

E. Enforcement Regulations 

 1. User Responsibility 

All users of University computing resources are responsible for being aware of University 

policies governing computing and communications resources. 

 

 2.  Minor Infractions 

Violations of these regulations will be referred to the Center for Honor Enrichment &  

Community Standards, with a request to review and final action through the University’s 

conduct process.  If it is appropriate, cases may be referred to the Student Honor Council.   
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If the conduct officer or appropriate panel finds that an offense may be in violation of the law, 

offenders may be prosecuted under the laws and regulations of the City of Newport News, the 

Commonwealth of Virginia, and the United States of America 

 

  


